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NOTICE

For a deeper look at the security principles behind

the story, see Tai's Insights on page 33

Look for this marker along the way:

( See Tai's Insights[] > )
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Dedication

TO THE OPEN-SOURCE COMMUNITY

This book wouldn't be possible without the dreamers, builders,
teachers, maintainers, and generous folks around the world
who share their time, knowledge, and care to make technology

more open and accessible for everyone.

Your kindness, collaboration, and belief in helping others are

our inspiration. Sincerely, thank you.

With much appreciation,
Roland & NaKia
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In the center of Zelunovia, a city built on trust and

teamwork, stood the Happy Spoon Candy Factory.

At the doors, Phippy the giraffe welcomed a class
of children with a proud swish of her tail.

“Today you'll see how sweets are made.”
Then Phippy gave them a warm, knowing smile, as
a \. though she were saving a little excitement for later.
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+ Inside, belts rolled and wrappers snapped.

Shiny boxes stacked up high. Each box carried a glowing
seal. The seal reflected security principles used in the
design of The Update Framework™ (TUF™), helping

everyone trust that each treat came from the right place

and that nothing had changed along the way.
“Stay close,” Phippy said.
} “There’s a lot to see, and the day moves quickly.”
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There lived Tai, guardian of trust across Zelunovia. Nearby
watched the Protectors, each with a special duty.

Among them was Del, Keeper of Delegations, whose Cosmic

Lens revealed trusted keys, their limits, and genuine stamps

and seals. When threats arose, Tai and the Protectors
descended to face them.




Below, Phippy’s tour moved deeper into the factory.

None of them saw the shadows moving in the rafters.

The stamping floor gleamed with polished belts and
glowing marks.
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But by an open window, dark eyes flashed. Brutus the ™
Kingfisher had been watching the factory. Where Tai
protected trust, Brutus loved to challenge it. He waited

for his chance, then slipped in with the morning breeze,

feathers sharp as glass.

“Same seals. Same stamps. Same keys. Same rules,” he
sneered. “What fun is trust if no one tests it?”
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+ He dove fast, snatching the seal stamp.
“Now watch me fool their precious factory!”

Boxes rolled past as Brutus pressed glowing marks on
packages that had never been checked. Workers froze.
Children gasped.

9 N\ Chaos spread across the floor.
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At the first stir of danger, Del floated above the line,
hovering with the Cosmic Lens in hand. He raised it. Silver

light swept across each mark.

True seals glowed brighter.
False ones sputtered and went dark.

10 |
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Brutus hissed, feathers bristling, and shot back into
the beams above. The line steadied, and the

workers sighed with relief.

But Brutus wasn’t done. From the shadows, he was
already looking for another way to mix things up
and cause trouble.




Next, Phippy led the children into the storage

room. Crates sat beside shelves of wrappers,
labels, and candy supplies.

“Different teams handle different jobs,” she
explained. “Each uses the right tools.”

12 | _____________________ 2/




The monitor blinked. Labels flashed. The room felt
safe, until the workers began to hurry.

“We're falling behind,” one muttered.
“You help with sealing,” he said to an intern.
“But only the simplest boxes. Nothing else.”

134 2




The intern tried stamping crates too quickly.

Brutus slipped in, his voice sly.

“Go on, stamp them all.
What could go wrong?”

14 ) 2
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One even landed on the wall.
Boxes toppled in a heap.
The room soon filled with shouts.




As trust began to strain, a soft pulse moved through
the rafters and across the room. Above the chaos, Tai
appeared, their steady presence filling the factory.

“Trust stays strong when each person does only the
part meant for them.”

See Tai's Insights[] >



Del’s Lens glowed, pulsing as he cast its light.

The extra stamps faded into sparks. Each
worker received a shimmering stamp of their
own, bound only to their role.

The crates steadied.

w The room grew calm again. |
17 |
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In the Wrapping Room, mechanical arms whirred over
the candy line. “Some candies are extra special,”
Phippy explained. “To release them, the supervisors
must agree they’re ready.”

There were five supervisors: icing, chocolate, caramel,
mint, and sprinkles. They were all busy on different
lines, but only two needed to agree at once.
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++ “Sometimes it’s the chocolate and caramel leads, other
times it’s mint and sprinkles. And when a brand-new
candy idea comes up, whichever two are free can taste
and approve it. That way, even if not everyone is here,
the work keeps moving forward.”

Brutus flapped from the rafters. “Ha! If they aren’t all

19\ watching, I’'ll slip one through!”
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+ Brutus grabbed a spare wrapper stamp and
mimicked the mint lead’s voice. He slammed it down
on a tray. A red light blinked:

“One more approval required.”

He tried again, this time pretending

to be the icing lead.
20 7)
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But the system checked the seals; both came from the

same stolen tool. The tray stayed locked. Children
gasped. The candy line held firm.
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++ Del lifted the Cosmic Lens. A beam swept across the
room, showing four bright supervisor seals waiting in
the air. Any two could combine. The Lens showed their
paths crisscrossing like threads of light. The chocolate
and caramel supervisors, just freed from their stations,
stepped forward. They set their real seals side by side.

Green light spread across the tray. The wrapper

22\ snapped shut. The line advanced.
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Brutus screeched, feathers scattering.

The children clapped and cheered.

“Any two trusted voices can agree,”
Phippy said proudly. “That way, no
single role holds everything.”

23 |
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. Next, Phippy led everyone to the loading bay. Trucks

rumbled as workers packed deliveries. She pointed to a

shining chest. “That’s your Sweet Surprise Chest!” she

said. “Our teams made treats just for you. When we’re
finished, we’ll unlock it and taste them together.”

Hidden behind a stack of boxes,

24\ Brutus watched in silence, unseen.
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+* While everyone admired the chest, Brutus spotted the
crate. Workers loaded the truck, and it rumbled away.
A worker gasped. “The Golden Key is gone!”

Phippy’s smile faded. “Without it, we can’t open

25\ the Sweet Surprise Chest.”

- Golden Key on the rack. He snatched it and hid it in a delivery
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Suddenly, a bright glow filled the loading bay.

Tai appeared beside the children, tusks shining.

“When one key is lost, trust can make another,”
they said. With a lift of their tusks, a new
Golden Key shimmered into view.

26 |
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+* Del raised the Cosmic Lens toward the Golden Key. The
Lens glowed. A ribbon of light curled to the chest. The
lock flashed with a sparkling click!

“It worked!” Del cheered. “The chest trusts the new key

'”

now. The old key won’t work anymore!” Phippy smiled.

“Our sweet surprise is saved!

27\ There’s only one thing left to do.”
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. Phippy clapped her hooves. Rainbow caramels, frosty

swirls, and cocoa coins rolled past as the children
laughed and shared.

Tai’s voice filled the room like soft music:
“Trust isn’t tied to one key forever. When a key is lost, a
new one can take its place, while the old one is no

longer trusted.”
28 7)




The children spent the rest of the day enjoying

treats and watching the factory hum happily along.

As the sun began to set, the tour came to an end.
Phippy led everyone toward the doors, and the
children headed home smiling.
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Across the night sky, the Protectors sparkled brightly.
Tai watched the Happy Spoon Candy Factory one last
time. “Remember,” Tai said, “trust stays strong when the
right keys are protected, seals can be believed, and
enough trusted voices stop trouble. When confusion
comes, trust is ready.” Tai’s glow brightened as the

factory shimmered beneath the stars.
30 ‘ 7)
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+ Far beyond Zelunovia, beneath the moonlit sky of the
Outlands, Brutus looked toward the distant city one last

time. “Trust leaves clues,” Brutus whispered. “Clues in

what belongs, what matches, and what opens. Follow
them long enough... and sooner or later, you find a key.”

His eyes gleamed in the shadows. Somewhere out
there, another lock was waiting to be tested.
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Across Zelunovia, the strength of trust carried on.

W hat Tai had taught that day would guide others

whenever trust was challenged. Whatever waited
beyond the horizon, they would be there.

And those lessons would live on, carrying trust into

every adventure still to come.




+ Tai's Insights

SECURITY PRINCIPLES BEHIND THE STORY
Inspired by The Update Framework™ (TUF™)

10 ¢ Delegations:

Delegations assign trusted keys to specific
roles and target files. Clients verify those limits
before trusting delegated metadata.

16-17 e« Separation of Responsibilities:
Different roles have limited responsibilities
and can use separate trusted keys, reducing
the damage if one key is compromised.

22-23 e Signature Thresholds:

A role can require signatures from a set
number of trusted keys. Metadata is trusted
only when the required threshold is met.

26-27 ¢ Key Revocation and Replacement:
When a trusted key is lost or compromised,
its trust can be revoked and a new key
authorized through updated metadata.
Clients then trust the new authorization
instead of the revoked key.
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e

Tai & The Keys of Trust is an independent publication and is not
affiliated with, endorsed by, or sponsored by CNCF, The Linux

Foundation, or The Update Framework project.

Created and published by:
/22 OLANDIXOR

MEDIA | INC.

y/ 4


https://theupdateframework.io

