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Gitpod provides
automated dev environments



Gitpod provides
automated dev environments in Kubernetes
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pod

node
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How it started
no sudo, no apt-get install, no Docker



How it’s going
sudo, apt-get install, Docker



Don’t to this at home

UID 0

workspace 
container

UID 0

node

Naïve: give privileges on the node



Alban: overview of isolation tech

Overview of isolation tech (1)

- VM-like Container Runtimes
- Nabla containers: unikernel built specifically for the workload
- gVisor: application kernel, written in Go, that implements a substantial portion of the 

Linux system surface
- Kata Containers: container runtime, building lightweight virtual machines
- Firecracker: Virtual Machine Manager like QEMU

- Limitations
- Compatibility
- Network or filesystem performance
- Density



Three different ways to use user namespaces in Kubernetes

Kubernetes
worker node

User namespaces in Kubernetes

Kubelet,
Container runtimes

pod

Kubernetes
worker node

Kubelet,
Container runtimes

pod

Kubernetes
worker node

Without user 
namespaces

KEP-127:
New field in PodSpec

hostUserNamespace=

Kubelet,
Container runtimes

pod

KEP-2033:
rootless mode

Kubernetes
worker node

Kubelet,
Container runtimes

pod

Workload in the pod 
creating

user namespaces
(Gitpod)



CAP_CHOWN 
CAP_DAC_OVERRIDE 
CAP_DAC_READ_SEARCH 
CAP_FOWNER 
CAP_FSETID 
CAP_KILL 
CAP_SETGID 
CAP_SETUID 
CAP_SETPCAP 
CAP_LINUX_IMMUTABLE 
CAP_NET_BIND_SERVICE 
CAP_NET_BROADCAST 
CAP_NET_ADMIN 
CAP_NET_RAW 
CAP_IPC_LOCK 
CAP_IPC_OWNER 
CAP_SYS_MODULE

User Namespaces
a rough sketch 

user namespaceunshare()

write(/proc/<pid>/uid_map) 
write(/proc/<pid>/gid_map)

execve()

UID 0 UID 1000

⚡ 
⚡



⚡ hostPID := translatePID(pid: 2) 
🚀  write(/proc/<hostPID>/uid_map) 
🚀 write(/proc/<hostPID>/gid_map)

Challenge I
writing /proc/…/{u,g}id_map

workspace 
container

supervisor ring0

ws-daemon

writeMapping(pid: 2)

PID 1

node

hostPID := translatePID(pid: 2) 
write(/proc/<hostPID>/uid_map) 
write(/proc/<hostPID>/gid_map)

supervisor ring1 PID 2

user namespace



Challenge II
PID mapping

workspace 
containerPID namespace

ws-daemon

PID 2PID 113985

node



Challenge II
PID mapping

“container process”

“target process”



🚀 hostPID := translatePID(pid: 2) 
🚀  write(/proc/<hostPID>/uid_map) 
🚀 write(/proc/<hostPID>/gid_map)

Challenge II
PID mapping

workspace 
container

supervisor ring0

ws-daemon

writeMapping(pid: 2)

PID 1

node

supervisor ring1 PID 2



Challenge III
filesystem UID/GID shift



lrwxrwxrwx 10000 10000    7 Mar 19  2020 bin -> usr/bin 
drwxr-xr-x 10000 10000 1.4K Nov 17 12:09 dev 
drwxr-xr-x 10000 10000 4.0K Nov  4 13:02 etc 
drwxr-xr-x 10000 10000 4.0K Oct 21 09:41 home 
dr-xr-xr-x 10000 10000    0 Nov 17 12:09 proc 
drwxrwxrwt 10000 10000 4.0K Nov 17 14:53 tmp 
drwxr-xr-x 10000 10000 4.0K Oct 21 09:41 usr 
drwxr-xr-x 43333 43333 4.0K Nov 17 12:09 workspace

Challenge III
filesystem UID/GID shift

user namespace node

lrwxrwxrwx     0     0    7 Mar 19  2020 bin -> usr/bin 
drwxr-xr-x     0     0 1.4K Nov 17 12:09 dev 
drwxr-xr-x     0     0 4.0K Nov  4 13:02 etc 
drwxr-xr-x     0     0 4.0K Oct 21 09:41 home 
dr-xr-xr-x     0     0    0 Nov 17 12:09 proc 
drwxrwxrwt     0     0 4.0K Nov 17 14:53 tmp 
drwxr-xr-x     0     0 4.0K Oct 21 09:41 usr 
drwxr-xr-x 33333 33333 4.0K Nov 17 12:09 workspace

ID +10000
lrwxrwxrwx     0     0    7 Mar 19  2020 bin -> usr/bin 
drwxr-xr-x     0     0 1.4K Nov 17 12:09 dev 
drwxr-xr-x     0     0 4.0K Nov  4 13:02 etc 
drwxr-xr-x     0     0 4.0K Oct 21 09:41 home 
dr-xr-xr-x     0     0    0 Nov 17 12:09 proc 
drwxrwxrwt     0     0 4.0K Nov 17 14:53 tmp 
drwxr-xr-x     0     0 4.0K Oct 21 09:41 usr 
drwxr-xr-x 33333 33333 4.0K Nov 17 12:09 workspace

    0 → 10000 
33333 → 43333



Challenge III
filesystem UID/GID shift

fuse-overlayfs overlayfs metacopy shiftfs

Namespaced ⭐⭐⭐  
yes

⭐⭐  
yes - on Ubuntu

⭐  
requires privileged mark mount

Upfront Cost ⭐⭐⭐  
none

⭐  
very high - chown -R *

⭐⭐⭐  
none

Runtime Cost ⭐  
very high - userland process

⭐⭐  
comparatively low

⭐⭐⭐  
virtually none

Platform Specific ⭐⭐⭐  
no

⭐⭐  
works best on Ubuntu

⭐  
Ubuntu only



Challenge III
filesystem UID/GID shift

workspace 
container

supervisor ring0

mount($containerRootFS, “shiftfs”, “mark”)

ws-daemon

prepareUserNS()

PID 1

node

supervisor ring1 PID 2

mount($mark, ”/newroot/”, ”shiftfs”) 
mount(”/dev”, ”/newroot/dev”, ”bind”) 
... 
mount(”proc”, ”/newroot/proc”, ”proc”)

supervisor ring2 PID 3

pivot_root(“/newroot”)

user namespace
PID namespace



Challenge IV
mounting /proc

mount($containerRootFS, “shiftfs”, “mark”)

ws-daemon

prepareUserNS()

node

mount($mark, ”/newroot/”, ”shiftfs”) 
mount(”/dev”, ”/newroot/dev”, ”bind”) 
... 

workspace 
container

supervisor ring0 PID 1

supervisor ring1 PID 2

supervisor ring2 PID 3

pivot_root(“/newroot”)

user namespace
PID namespace

🚀  
🚀  

⚡ mount(”proc”, ”/newroot/proc”, ”proc”)



Challenge IV
mounting /proc



Challenge IV
filesystem UID/GID shift

workspace 
container

supervisor ring0 PID 1

node

supervisor ring1 PID 2

mount($mark, ”/newroot/”, ”shiftfs”) 
mount(”/dev”, ”/newroot/dev”, ”bind”) 
... 

supervisor ring2 PID 3

pivot_root(“/newroot”)

user namespace
PID namespace
mount namespace

mount(”proc”, “/tmp/somewhere“, “proc”)

ws-daemon

mountProc(pid: 3)

mount(/tmp/somewhere, /ws/proc, “move”)

mount(”tmpfs”, “/tmp/somewhere/acpi“)
...



We got root - but no Docker yet



Docker in rootless workspaces
Heaps of prior art

@_AkihiroSuda_

Akihiro Suda

https://rootlesscontaine.rs/

https://kinvolk.io/blog/2018/04/ 
towards-unprivileged-container-builds/

https://kinvolk.io/blog/2018/04/
https://kinvolk.io/blog/2018/04/


Docker in rootless workspaces
Networking

workspace 
container

user namespace
PID namespace
Network namespace

docker-up

slirp4netns



Docker in rootless workspaces
mounting /proc

workspace 
container

user namespace
PID namespace
Network namespace

docker-up

ws-daemon

mountProc($pid)



docker-up

Docker in rootless workspaces
mounting /proc

user namespace
PID namespace
Network namespace

runc

mount(”proc”, ”/newroot/proc”, ”proc”)



docker-up

Docker in rootless workspaces
mounting /proc

user namespace
PID namespace
Network namespace

runc

gitpod-runc-facade mount-proc $pid

gitpod-runc-facade

modifyOCISpec()

mountProc($pid)





Idmapped mounts

- Currently, Gitpod uses shiftfs from a kernel module, 
not in Linux upstream

- New: ID-mapped mounts patch set
- Attach idmappings to bind mounts
- Shifting of a container rootfs or base image without having to mangle every file
- Sharing of data between host with underprivileged containers



Title
Here you can have text
Using a Seccomp Agent for privileged ops

- Currently, the workspace executes some privileged operations via 
gRPC methods to ws-daemon
- prepareUserNS()

mount($containerRootFS, “shiftfs”, “mark”)

- mountProc()
mount(”proc”, “/tmp/somewhere“, “proc”)

- Soon, runc will support Seccomp Notify for deferring some syscalls 
(e.g. mount) to a seccomp agent 



Title
Here you can have text
Seccomp Notify

runc run runc[PARENT]

runc[CHILD]

runc[INIT]

fork+exec

processes
in container

exec

fd = seccomp()
pass seccomp fd
back to main runc process

long-lived
seccomp agent

pass seccomp fd
to agent via 
SCM_RIGHTS

let me do mount() for you

"seccomp": {
    "defaultAction": "SCMP_ACT_ALLOW",
    "listenerPath": "/run/seccompagent.sock",
    "syscalls": [
        {
            "names": ["mount"],
            "action": "SCMP_ACT_NOTIFY"
        }



New tech in this space

- Kubernetes KEPs
- KEP-127: Support User Namespaces

https://github.com/kubernetes/enhancements/pull/2101 
- KEP-2033: Rootless mode

https://github.com/kubernetes/kubernetes/pull/92863 

- Rootlesskit:
- https://github.com/rootless-containers/ 
- Rootlesskit, Usernetes, slirp4netns, bypass4netns

- Seccomp Notify in Kubernetes
- OCI Runtime Spec: https://github.com/opencontainers/runtime-spec/pull/1074 
- runc: https://github.com/opencontainers/runc/pull/2682 
- crun: https://github.com/containers/crun/pull/438 
- conmon: https://github.com/containers/conmon/pull/190 
- Seccomp Agent https://github.com/kinvolk/seccompagent 


