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• NetApp - Engineering Informatics 

• EMC / Data Domain - Product Analytics 

• Glassbeam - Chief Technology Officer 

• Nimble Storage - Chief Data Scientist 

• Zebrium - Founder and CTO

Machine data is my life
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20 YEARS AGO

Shrink-Wrap: 

     1 incident 1 user 

     1 incident 1 monolith 

     1 incident 10 logfiles 

Log use for root-cause: 

index and search
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20 YEARS AGO TODAY

SaaS: 

     1 incident 100K users 

     1 incident 100 services 

     1 incident 1K logstreams 

Log use for root-cause: 

still index and search(!)

Shrink-Wrap: 

     1 incident 1 user 

     1 incident 1 monolith 

     1 incident 10 logfiles 

Log use for root-cause: 

index and search
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Complexity drives MTTR

"The proportion of medium performers is up. Some are likely improved low 
performers, while others may be high performers who dropped as 

they struggled with increased complexity."

Source: State of DevOps (2019)
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Automation can't fix it

Source: State of DevOps (2019)

"Time to restore service performance stayed the same  
for both elite and low performers when compared to the previous year."
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Our vision

Autonomous RCA will save the 
world from the cost of complexity. 
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What I want from a tool

Automatically Detect Incidents 
Without Setting Up Manual Alert Rules

Automatically Find Root Cause
Without Manually Searching Across 

GBs of Logs
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• Arbitrary application 

• Arbitrary runtime 

• Arbitrary infrastructure 

• Arbitrary environment

My requirements

• Zero required tracing 

• Zero required training 

• Zero required alert rules

Is it really too much to ask? :)
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Why so harsh?

Manual inputs may not scale 
Stack assumptions may not hold

Because complexity also means:
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Outrageous opinion

Autonomous RCA has to start with logs.
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Logs are self-describing

A free-text log tells a story:
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...so why aren't they better at 
helping us monitor?

People use logs for RCA
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SLOW 
FRAGILE 

ANNOYING

Log monitoring today 

Setup Agents / 
Exporters / 

Parsers

Configure Alert 
Rules for 
Known 

Symptoms

Get alerted or 
otherwise 

detect incident 

Manually 
Search Logs for 

Root Cause

Resolve 
Incident

Tune Alerts & 
Build 

Dashboards

HUMAN-DRIVEN 

(MTTR) 
(FORMATS CHG) 
(ALERT FATIGUE)
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Logs are stuck in "index + search"

What keeps logs "dumb"?
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Formats change 
Parses are ambiguous 
Experts are needed to interpret 
Apps are bespoke

Why are logs so hard?
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"Hey, I hadn't seen that happen before... 
then everything went sideways!" 

-- 
Figure out when rare stuff and bad stuff 

are unusually correlated.

The junior SRE problem
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Complete relational structuring of logs

Ze: How it works
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Ze: How it works
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•Known prefix formats 

•Specific logtype keywords 

•Event grammar / syntax

Ze: How it works

No information included or required about:

We embrace free-text logs
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Anomaly detection on relationally 
structured data

Ze: How it works
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Ze: How it works

ML-driven Parsing & 
Event Categorization

1 2
Anomaly Detection 

On Event Types
Pattern Recognition on 
Correlated Anomalies

3 4

O
ptional

U
ser Feedback

5

Raw Log Stream

Root Cause
Identification

Started Stopped

Pattern Change Rare Event
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•Connectors, knowledge bases 

•Specific application behaviors 

•Specific semantic keywords

Ze: How it works

No information included or required about:

Works great on bespoke app or stack
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Use deep learning 
Use one algorithm 
Work in batch

Other ML attempts
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Structure First - Inline 
Respect Pareto - multi-stage 
AD/RCA gets better w / complexity!!! 
GPT3/NLP requires concise RCA 

Use a Swiss army knife
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A picture is worth...
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Autonomous Monitoring
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Autonomous Monitoring
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Autonomous Monitoring
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Autonomous Monitoring
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Autonomous Monitoring
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Autonomous Monitoring
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Recent validation
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URL: zebrium.com/how-to-try 

email: larry@zebrium.com 

twitter: stochastimus@twitter.com 

Join us on this journey!


