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Agenda
Introduction to PorterLB, and its cloud
native architecture

How to install PorterLB on Kubernetes
using KubeSphere

How to use Porter to expose LoadBalancer type
of Service from bare metal Kubernetes

What is KubeSphere



What is KubeSphere
KubeSphere (https://kubesphere.io) is a distributed operating 

system managing cloud native applications with Kubernetes as its 

kernel, and provides a plug-and-play open architecture for third-party 

applications seamless integration to boost its ecosystem.
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Architecture
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Introduction to PorterLB, and
its cloud native architecture



What is PorterLB

• A community-driven open source load balancer

• Designed for Bare Metal Kubernetes clusters

• Load balancing via BGP and ECMP



Why PorterLB

• Cloud Providers

Ø QingCloud

Ø Openstack

Ø GCE

Ø …

• SDN

Ø Cisco ACI

Ø …

• Common Switch

• Bare Metal Environment

• No SDN Capability

In the cloud-hosted Kubernetes cluster, the cloud providers usually provide the Load-Balancer 

to assign IPs and bring traffic into Kubernetes cluster. However, Kubernetes does not provide a 

load-balancer for bare metal cluster.

https://github.com/yunify/qingcloud-cloud-controller-manager


PorterLB Principle



Cloud Native Architecture of PorterLB



Why GoBGP

• GoBGP as a Go Native BGP library

• Rich Features

• Low development costs, community support

• Automation Friendly

• GoBGP is designed to be easily integrated with other software with its RPC APIs 

instead of manually changing its config via CLI. GoBGP also supports its CLI though.

https://github.com/osrg/gobgp/blob/master/docs/sources/lib.md


BGP Additional Paths(1/2)

• Advertisement of Multiple Paths in BGP

• Best Practices for Advertisement of Multiple Paths in IBGP

• A Border Gateway Protocol 4 (BGP-4)

https://tools.ietf.org/html/rfc7911
https://tools.ietf.org/html/draft-ietf-idr-add-paths-guidelines-08
https://tools.ietf.org/html/rfc4271


BGP Additional Paths(2/2)

• externalTrafficPolicy

• Cluster

• Equivalent route Nexthop will be all nodes

• Local

• Equivalent route Nexthop will be the node where the endpoints are located



ECMP

• Equal-cost multi-path routing

• Per-packet hash

• L3 hash

• L4 hash (aka Layer3 + Layer4)

• More…

• Multipath Routing in Linux

https://en.wikipedia.org/wiki/Equal-cost_multi-path_routing
https://codecave.cc/multipath-routing-in-linux-part-1.html


HA Configuration of PorterLB

• HA Configuration of PorterLB

• Porter Manager Multicopy

• EIP Address Management  Stateless

• Speaker Stateless

• Routing Table HA

• BGP Graceful Restart

• Multiple BGP Sessions with multiple copies



Layer2

• Why not BGP

• Security Compliance

• Hardware too old to support BGP

• How it works

• Kubernetes Leader Election

• Single point of bottleneck and no load balancing

• Save nexthop to the annotation of the service

• Enable strictARP in kube-proxy configmap

• Gratuitous ARP

• The Problem

• rp spoofing
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Install PorterLB on 

KubeSphere



Install PorterLB

• Install Porter in one click

• kubectl apply -f 

https://raw.githubusercontent.com/kubesphere/porter/master/deploy/porter.yaml

• Install via chart package

• helm repo add test https://charts.kubesphere.io/test

• helm repo update

• helm install porter test/porter

• Install via KubeSphere Console



Install PorterLB on KubeSphere (1/3)



Install PorterLB on KubeSphere (2/3)



Install PorterLB on KubeSphere (3/3)
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Expose your LoadBalancer Type of 

Services from Bare Metal Kubernetes



Config EIP

• Support IPv4 now, support for IPv6 will be completed soon

• Support Protocol BGP and Layer2

• View EIP allocation status via kubectl

• EIP Config Guide

https://github.com/kubesphere/porter/blob/master/doc/eip_config.md


Config BGP(1/2)

• BgpConf

• as

• routerId

• BgpPeer

• peerAs

• neighborAddress

• More

• Config BGP Guide

https://github.com/kubesphere/porter/blob/master/doc/bgp_config.md


Config BGP(2/2)



Config Bird

• Install Bird

• $sudo add-apt-repository ppa:cz.nic-labs/bird

• $sudo apt-get update 

• $sudo apt-get install bird

• $sudo systemctl enable bird

• $sudo systemctl restart bird 

• Config Protocol BGP

• Config Protocol kernel



Create Service With KubeSphere(1/3)



Create Service With KubeSphere(2/3)



Create Service With KubeSphere(3/3)



Verify Result



More

• Specify Protocol

• protocol.porter.kubesphere.io/v1alpha1: bgp

• protocol.porter.kubesphere.io/v1alpha1: layer2

• Specify EIP

• Share Eip

• Service Config Guide

https://github.com/kubesphere/porter/blob/master/doc/usage.md
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twitter.com/kubesphere

https://kubesphere.com.cn
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