
D E P L O Y M E N T S !
W H AT  C O U L D  P O S S I B LY  G O  W R O N G ?
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C A N A R Y  D E P L O Y S
W I T H  K U B E R N E T E S  A N D  I S T I O



J A S O N  Y E E
Te c h n i c a l  E v a n g e l i s t  
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t r a c i n g  &  l o g g i n g  

Tr i l l i o n s  o f  p o i n t s / d a y  

W e ’ r e  h i r i n g :  
j o b s . d a t a d o g h q . c o m  

N o t e :  W e ’ r e  r u n n i n g  s o m e  
p r o d u c t i o n  s e r v i c e s  o n  
K u b e r n e t e s  &  h a v e  b e e n  
i m p l e m e n t i n g  I s t i o .

http://jobs.datadoghq.com


“ I S T I O  I S  A  V E R Y  E A R LY  P R O J E C T.  
D O N ’ T  R U N  O U T  O F  H E R E  A N D  
D E P L O Y  I T  I N  P R O D U C T I O N ;  Y O U ’ L L  B E  
O N  T H E  N E W S . ”  

-  K E L S E Y  H I G H T O W E R  ( F E B  2 2 ,  2 0 1 8 )



“ I S T I O  I S  1 . 0  A N D  A P I S  A R E  S TA B L E .  
G O  T R Y  I T  O U T ! ”  

-  N O T  K E L S E Y  H I G H T O W E R  ( O C T  3 ,  2 0 1 8 )

-ish
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B L U E - G R E E N  D E P L O Y M E N T S

• Pros: 

• Zero-downtime deploys 

• Easy rollbacks



C T R L + Z



B L U E - G R E E N  D E P L O Y M E N T S

• Cons: 

• ✌Easy✌ rollbacks… 🤞😬



R O L L I N G  
D E P L O Y M E N T S













C A N A R Y  D E P L O Y M E N T S



or







PA U S E .  M O N I T O R .





D O U B L E  C H E C K .





M AY B E  O N E  M O R E  T I M E ,  
J U S T  T O  B E  C E R TA I N .
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C A N A R Y  D E P L O Y M E N T S

• Small scope 

• Limited ramifications 

• Easier rollbacks 

• Load tolerant 

• Concurrency
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C A N A R Y  S T R AT E G Y  
H o w  d o  y o u  c h o o s e  y o u r  s a m p l e  s e t ?

• Random 

• Representative 
• Geography 
• Time 
• Use patterns 

• Granularity 

• Resource mapping
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M O N I T O R I N G  S T R AT E G Y  
H o w  d o  y o u  e v a l u a t e  y o u r  d e p l o y m e n t ?

• Tags! 

• p90, p95, p99 

• Outliers 

• Anomalies
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Anomalies: It wasn’t like this before

M  T  W TH F M  T  W TH F M  T  W TH F M  T  W TH F

NOT A NORMAL TUESDAY



S I G N A L S  T O  W AT C H

Latency
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Latency Errors

Traffic



S I G N A L S  T O  W AT C H

Latency Errors

Traffic Saturation



W H AT  D O E S  K U B E R N E T E S  H AV E  
T O  D O  W I T H  A N Y  O F  T H I S ?



C O N TA I N E R  S E R V I C E  
O R C H E S T R AT O R



C O N TA I N E R  S E R V I C E  
O R C H E S T R AT O R

p.s. - Maybe a Squirtle orchestrator? Talk to me later if you want a sticker.



So what if we want to deploy one service?



Blue-green doesn’t make any sense!
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Kubernetes handles service deployments. YAY!



W H Y  D O  I  N E E D  A  
S E R V I C E  M E S H ?



K u b e r n e t e s  d o e s  
r o l l i n g  d e p l o y s  
r e a l l y  w e l l !



C a n a r y  d e p l o y s ,  
n o t  s o  m u c h .



C A N A R Y  D E P L O Y I N G  W I T H  
K U B E R N E T E S



S E R V I C E
apiVersion: v1                                                                                                                             
kind: Service                                                                                                                              
metadata:
  name: my-app                                                                                                                         
  labels:
    app: my-app                                                                                                                           
spec:
  ports:
  - port: 80
    name: http                                                                                                                             
  selector:
    app: my-app 



D E P L O Y M E N T
apiVersion: apps/v1
kind: Deployment
spec:
  replicas: 3
  selector:
    matchLabels:
      app: my-app
  template:
    metadata:
      labels:
        app: my-app
        version: v1
    spec:
      containers:
      - name: my-app
        image: jyee/my-app:v1
        imagePullPolicy: Always
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        imagePullPolicy: Always



C A N A R Y ?
apiVersion: apps/v1
kind: Deployment
spec:
  replicas: 9
  selector:
    matchLabels:
      app: my-app
  template:
    metadata:
      labels:
        app: my-app
        version: v1
    spec:
      containers:
      - name: my-app
        image: jyee/my-app:v1
        imagePullPolicy: Always

apiVersion: apps/v1
kind: Deployment
spec:
  replicas: 1
  selector:
    matchLabels:
      app: my-app
  template:
    metadata:
      labels:
        app: my-app
        version: v2
    spec:
      containers:
      - name: my-app
        image: jyee/my-app:v2
        imagePullPolicy: Always



C A N A R Y ?
apiVersion: apps/v1
kind: Deployment
spec:
  replicas: 8
  selector:
    matchLabels:
      app: my-app
  template:
    metadata:
      labels:
        app: my-app
        version: v1
    spec:
      containers:
      - name: my-app
        image: jyee/my-app:v1
        imagePullPolicy: Always

apiVersion: apps/v1
kind: Deployment
spec:
  replicas: 2
  selector:
    matchLabels:
      app: my-app
  template:
    metadata:
      labels:
        app: my-app
        version: v2
    spec:
      containers:
      - name: my-app
        image: jyee/my-app:v2
        imagePullPolicy: Always



C A N A R Y ?
apiVersion: apps/v1
kind: Deployment
spec:
  replicas: 7
  selector:
    matchLabels:
      app: my-app
  template:
    metadata:
      labels:
        app: my-app
        version: v1
    spec:
      containers:
      - name: my-app
        image: jyee/my-app:v1
        imagePullPolicy: Always

apiVersion: apps/v1
kind: Deployment
spec:
  replicas: 3
  selector:
    matchLabels:
      app: my-app
  template:
    metadata:
      labels:
        app: my-app
        version: v2
    spec:
      containers:
      - name: my-app
        image: jyee/my-app:v2
        imagePullPolicy: Always



C A N A R Y ?
apiVersion: apps/v1
kind: Deployment
spec:
  replicas: 99
  selector:
    matchLabels:
      app: my-app
  template:
    metadata:
      labels:
        app: my-app
        version: v1
    spec:
      containers:
      - name: my-app
        image: jyee/my-app:v1
        imagePullPolicy: Always

apiVersion: apps/v1
kind: Deployment
spec:
  replicas: 1
  selector:
    matchLabels:
      app: my-app
  template:
    metadata:
      labels:
        app: my-app
        version: v2
    spec:
      containers:
      - name: my-app
        image: jyee/my-app:v2
        imagePullPolicy: Always

😫
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S E R V I C E  M E S H E S

• Routing & load balancing 

• Service discovery 

• Timeouts & retries 

• Policy enforcement 

• Monitoring & tracing



How does it work?



1. Add a data plane





2. Add a control plane





C A N A R Y  D E P L O Y I N G  W I T H  I S T I O



S E R V I C E
apiVersion: v1                                                                                                                             
kind: Service                                                                                                                              
metadata:
  name: my-app                                                                                                                         
  labels:
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spec:
  ports:
  - port: 80
    name: http                                                                                                                             
  selector:
    app: my-app 



S E R V I C E
apiVersion: v1                                                                                                                             
kind: Service                                                                                                                              
metadata:
  name: my-app                                                                                                                         
  labels:
    app: my-app                                                                                                                           
spec:
  ports:
  - port: 80
    name: http                                                                                                                             
  selector:
    app: my-app 

SAME!



D E P L O Y M E N T
apiVersion: apps/v1
kind: Deployment
spec:
  replicas: 3
  selector:
    matchLabels:
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    metadata:
      labels:
        app: my-app
        version: v1
    spec:
      containers:
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D E P L O Y M E N T
apiVersion: apps/v1
kind: Deployment
spec:
  replicas: 3
  selector:
    matchLabels:
      app: my-app
  template:
    metadata:
      labels:
        app: my-app
        version: v1
    spec:
      containers:
      - name: my-app
        image: jyee/my-app:v1
        imagePullPolicy: Always

SAME! 
(sort of)



istioctl kube-inject -f my.yaml > mod.yaml 

kubectl apply -f mod.yaml



T E E N A G E  
M U TAT I N G  W E B H O O K  
A D M I S S I O N  C O N T R O L L E R S !

A K A  A U T O - S I D E C A R  I N J E C T I O N



I S T I O  V I R T U A L S E R V I C E S
apiVersion: networking.istio.io/v1alpha3
kind: VirtualService
metadata:
  name: my-app-routing
spec:
  hosts:
    - my-app
  http:
  - route:
    - destination:
        host: my-app
        subset: v1



I S T I O  D E S T I N AT I O N R U L E S
apiVersion: networking.istio.io/v1alpha3
kind: DestinationRule
metadata:
  name: my-app-destination
spec:
  host: my-app
  subsets:
    - name: v1
      labels:
        version: v1



kind: VirtualService
...
spec:
  hosts:
    - my-app
  http:
  - route:
    - destination:
        host: my-app
        subset: v1

kind: DestinationRule
...
spec:
  host: my-app
  subsets:
    - name: v1
      labels:
        version: v1

kind: Deployment
spec:
  replicas: 3
  selector:
    matchLabels:
      app: my-app
  template:
    metadata:
      labels:
        app: my-app
        version: v1
    spec:
      containers:
      ...

I S T I O I S T I O K 8 S



D E P L O Y M E N T
apiVersion: apps/v1
kind: Deployment
spec:
  replicas: 3
  selector:
    matchLabels:
      app: my-app
  template:
    metadata:
      labels:
        app: my-app
        version: v1
    spec:
      containers:
      - name: my-app
        image: jyee/my-app:v1
        imagePullPolicy: Always

apiVersion: apps/v1
kind: Deployment
spec:
  replicas: 3
  selector:
    matchLabels:
      app: my-app
  template:
    metadata:
      labels:
        app: my-app
        version: v2
    spec:
      containers:
      - name: my-app
        image: jyee/my-app:v2
        imagePullPolicy: Always



I S T I O  D E S T I N AT I O N R U L E S
apiVersion: networking.istio.io/v1alpha3
kind: DestinationRule
metadata:
  name: my-app-destination
spec:
  host: my-app
  subsets:
    - name: v1
      labels:
        version: v1
    - name: v2
      labels:
        version: v2



I S T I O  V I R T U A L S E R V I C E S
apiVersion: networking.istio.io/v1alpha3
kind: VirtualService
metadata:
  name: my-app—routing
spec:
  hosts:
    - my-app
  http:
  - route:
    - destination:
        host: my-app
        subset: v1
      weight: 80
  - route:
    - destination:
        host: my-app
        subset: v2
      weight: 20



I S T I O  V I R T U A L S E R V I C E S
apiVersion: networking.istio.io/v1alpha3
kind: VirtualService
...
  http:
  - match:
    - headers:
        cookie:
          user: my-logged-in-user
    route:
    - destination:
        host: my-app
        subset: v2
      weight: 20



L O T S !
W H AT  E L S E  C A N  I T  D O ?

h t t p s : / / i s t i o . i o / d o c s / r e f e r e n c e / c o n f i g /
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R E C A P

• Service meshes give you more control 

• Canary deploys: Representative & Granular 

• Monitoring: Tags, Outliers, Anomalies 

• What to watch: Latency, Errors, Traffic, Saturation 

• GO PLAY WITH ISTIO 1.0.2!!!



Q U E S T I O N S ?
e m a i l :  j y e e @ d a t a d o g h q . c o m  
t w i t t e r :  @ g i t b i s e c t


