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Kubernetes Ingress
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Kubernetes Ingress

AWS ALB Ingress

ingress-nginx

ambassador

traefik 2.0

kong

istio ingress

contour

haproxy

citrix ingress
controller

Gloo Solo

F5 Networks

voyager

backend service
discovery

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

protocol

http, https

http,https,tcp (separate
Ib),udp,gmpc,fastcgi,IPC
socket

http,https,grpc,tep,
tcp+sslitls

http,https,grpc,tecp
+tls

http,https, grpc

tcp,http,https,grp
c

http,https,tcp,grp
c

http,tcp

http,https,tcp,ssl-
tep,udp

tcp,http,https,grpc

tcp, http, https

http,https,tcp

based on

AWS ALB

nginx

envoy

traefik

kong (nginx)

haproxy

Citrix ADC

envoy

F5 ADC

haproxy

ssl 1

yes

yes

yes

yes

yes

yes

yes

yes

yes

websocket

yes

yes

yes

yes

yes

yes

yes

yes

yes

routing

host,path(with regex)

host,header,path

host,path

host,path (with
regex),
method, header

host,user

host,path

host,path

host,path

header, query
param, http method,
path, plugin,
function

- Full Ingress support
- Openshift Routes
- Any L3/L4/L7 info when
using AS3 Extension
integration

host,path

optional cross-
namespace

resiliency

rate-limit, health-check

rate limit, retries

circuit break, rate limit,

retries

https://docs.traefik.i
o/middlewares/over|
view/ ;
CircuitBreaker,
RateLimit, Retry,
Buffering, many
more.

active and
passive health
check, circuit
break, rate limit,
retries

circuit break,
retries

health check

rate limit, health
check

active and passive health
check, ramp-up, rate limit,
retries

Ib algorithms

mewma,ip_hash

wir,ring hash,maglev

HTTP: m, wrr,
miroring; TCP: RR,
WRR;

m, hash, header,
cookie

m,leastconn,rand
om,passthrough

wir,wir,ring hash,
maglev, random

m, s,

leastconnfirst,s

ource,uri,url_par|
am,hdr,rdp-

mleast_conn,wrr lea
st_response,hash

m, least request,
random

“dynamic-ratio-member”,
“dynamic-ratio-node”,
“fastest-app-response”,
“fastest-node”, “least-

basic, digest, extemal
auth

basic, digest and
forward auth in
alpha

DasICAUTT;
HMAC, JWT, Key,
LDAP, OAuth
2.0, PASETO,
plus paid Kong
Enterprise
options like

basic, oidc, custom

Wide range of auth
options with APM module

basic,0auth

Tracing

yes

yes

canary/shadow

canary,shadow

canary, mirroring

Blue-Green Deployment,
A/B Deployment

istio i

yes

yes

linkrd2

yes

yes

state

kubemetes

kubemetes

kubemetes

kubemetes

kubemetes

kubemetes

Paid support

kubemetes

tps://kubedex.com/ingress/
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ALB Ingress Controller

HTTPS Listener

HTTP Listener
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Application
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https://qithub.com/kubernetes-sigs/aws-alb-ingress-controller
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https://github.com/kubernetes-sigs/aws-alb-ingress-controller
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Static IP/elastic IP addresses
Scalability
Zonal isolation

Source/remote address
preservation

Long-lived TCP connections
Reduced bandwidth usage
SSL termination
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Kubernetes Service
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Elastic Load Balancing

Service

Pod

Pod

Pod
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ClusterlIP
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Kubernetes CNI - AWS VPC CNI #

ec2.associateaddress()

Secondary IPs:
10.0.0.20
Nginx Pod 10.0.0.22
Veth IP: 10.0.0.1
Secondary IPs:
Java Pod e 10.0.0.1
Veth IP: 10.0.0.2 10.0.0.2
Instance 1 ENI CNI

VPC Subnet — 10.0.0.0/24

https://github.com/aws/amazon-vpc-cni-k8s
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Nginx Pod
Veth IP: 10.0.0.20

Java Pod
Veth IP: 10.0.0.22

Instance 2
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https://github.com/aws/amazon-vpc-cni-k8s

Kubernetes Network Policy

prod-namespace
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AWS App Mesh
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App Mesh is a service mesh
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Load balancing

Weight targets

Service discovery (DNS + AWS Cloud Map)
Health checks

Retries

App Mesh - RESKRHAEE
Timeouts

Circuit breakers

@ B FR P22

Protocols support (HTTP, TCP, gRPC)
Path-based
Header-based

https://github.com/aws/aws-app-mesh-roadmap/projects/1 Cookie-based
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App Mesh: SAWSIRSHEEER

. Amazon ECS &g

AWS Cloud M
. AWS Fargate ~ ouc Map

ot
@ - -
Amazon EKS
AWS App Mesh
@

. Amazon EC2 CloudWatch
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App Mesh pk

Mesh
Virtual node
Virtual router and routes
Virtual service

------
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L
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o
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Create and manage these in App Mesh f;j
API, CLI, SDK, or e
AWS Management Console

Proxies
Services
Service discovery
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Configure and run proxies and services . .
on Amazon ECS, Fargate, Amazon
EKS, Amazon EC2 . .
k|

Service discovery with g

AWS Cloud Map
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AWS Cloud
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