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About me

Jorge Salamero

• Technical and Product Marketing 
@ Sysdig

• Used to be a speaker, DevOps 
and Debian Developer

• Behind many of the Falco 
integrations and Sysdig content 
and launches

• GitHub: bencer
• Twitter: @bencerillo
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About Sysdig

• The OSS project:
• 2013 Linux kernel tracing tool
• Evolution of tcpdump and Wireshark into the system
• Easy to use (no code required), asynchronous, production performance
• Container and Kubernetes support

• The company:
• 2014 Sysdig Monitor
• 2017 Sysdig Secure
• Committed to OSS: sysdig, Sysdig Inspect, Falco, eBPF and Prometheus contributor
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Falco, a CNCF project

• Created originally by Sysdig the company

• Currently run independently by the Falco community

• Under the umbrella of the CNCF since 2018

• Sandbox level project, Incubation proposal WIP

https://github.com/cncf/toc/pull/307 

https://github.com/cncf/toc/pull/307
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Why we need
runtime security?
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Runtime security

CI/CD vulnerability scanning + ID management, is that enough?

1. Prevention / enforcement

2. Detection / audit

3. Blocking

4. Incident response and forensics
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Runtime security: prevention

• Who can do what within Kubernetes?

• Kubernetes native controls:

• Admission controller / OPA
• RBAC
• Network policies
• Pod Security Policies

• seccomp
• SELinux / AppArmor
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Runtime security: detection

• What happens when a control fails? Last line of defense!

• What do we count on when a catastrophe strikes?

• How do we tell a story when the unexpected happens?

• Applicable very few times, but critical when we need it.

But also:

• How can I validate enforcement works?

• Does it break my applications?
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Runtime security: use cases for detection

• Unpatched vulnerabilities, not public vulnerabilities, 0-day exploits

• Insecure configurations

• Leaked or insecure credentials

• Internal threats

• Compliance
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Existing approaches

• LD_PRELOAD
• Dependency on glibc
• Changes your app, possible in unknown ways

• ptrace
• Single PID, captures every system call
• Changes your app, possible in unknown ways

• sidecars
• Shared namespaces (process, network, storage, etc)
• Instrumentation overhead, complexity, limited scope to the pod

• Kernel based



12

Kernel module eBPF probe

• Close to total system visibility
• Doesn’t change containers or processes
• Asynchronous tracing, lowest impact
• Requires kernel-headers
• Can potentially crash the kernel

• Close to total system visibility
• Doesn’t change containers or processes
• Asynchronous tracing, low impact
• Requires kernel-headers
• Safe to run in eBPF VM

Kernel module vs eBPF

https://sysdig.com/blog/sysdig-and-falco-now-powered-by-ebpf/

https://sysdig.com/blog/sysdig-and-falco-now-powered-by-ebpf/


Falco:
Kubernetes runtime security
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What is Falco?

• Kubernetes runtime security tool

• Detection engine for anomalous activity in hosts and containers

• Rules built using tcpdump like syntax

• Leverages libscap and libsinsp

• Kubernetes native support (context, kube-apiserver audit)
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What kind of problems does it solve?

• Are my hosts and containers doing something they shouldn’t?

• Spawned processes:

• Did my PostgreSQL container spawn an unexpected process?

• File system reads, writes:

• Did someone install a new package or change configuration in a running container?

• Network activity:

• Did my Nginx container open a new listening port or unexpected outgoing connection?

• User or orchestration activity:

• Did any K8s user spawn a shell into a privileged container?
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Falco architecture
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Falco low level architecture

FALCO
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Falco lower level architecture

falco-probe

falco

libsinsp

libscap
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Falco lowest level architecture
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Falco rule: container activity
- rule: Node container runs Node binary
  desc: Detect a process that’s not node started in a Node container.
  condition: evt.type=execve and k8s.deployment.name=my-node-app and proc.name!=node 
  output: Node container started unexpected process

(user=%user.name command=%proc.cmdline %container.info)
  priority: INFO
  tags: [container, apps]

Something is 
executing a 

program

In a container in 
my Kubernetes 
deployment for 
my-node-app

And the process
name isn’t node
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Kubernetes filters
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Falco rule: Kubernetes activity
- macro: contains_private_credentials
  condition: >
    (ka.req.configmap.obj contains "aws_access_key_id" or
     ka.req.configmap.obj contains "aws_s3_access_key_id" or
     ka.req.configmap.obj contains “password")

- macro: configmap
  condition: ka.target.resource=configmaps

- macro: modify
  condition: (ka.verb in (create,update,patch))

- rule: Create/modify Configmap with private credentials
  desc: Detect creating/modifying a configmap containing a private credential
    (aws key, password, etc.)
  condition: configmap and modify and contains_private_credentials
  output: K8s configmap with private credential (user=%ka.user.name 
          verb=%ka.verb name=%ka.req.configmap.name 
          configmap=%ka.req.configmap.name config=%ka.req.configmap.obj)
  priority: WARNING
  source: k8s_audit
  tags: [k8s]
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Top runtime security violations
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Popular Falco detection rules

Update packages
Modify /bin /usr
Write below /etc
Read sensitive file
DB spawned proc
Change namespace
Privileged container
Sensitive mount
Terminal shell

Best practices

FIM
Privileged pod
ConfigMap creds
kubectl exec/attach
Role changes audit
PCI
NIST

Compliance

CVE-2019-11246
kubectl cp

CVE-2019-5736
runc breakout

CVE-2019-14287
sudo bypass 

Vulnerabilities

K8s control plane
Nginx
Elasticsearch
Redis
HAproxy
Rook
MongoDB
PostgreSQL

Cloud Native Stack
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SecurityHub.dev
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SIEM
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Response Engine

Trigger automated reactions to events
Blocking component of runtime security
Security playbooks executed as FaaS

- Taint a node NoSchedule
- Isolate pod via Network Policy
- Delete offending pod
- Scale down deployment to 0 pods
- Trigger a Sysdig capture
- Send notifications
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ADOPTERS.md

Booz Allen Hamilton
Frame.io
League
Preferral

Shopify
Sight Machine
Sumo Logic
Sysdig

And what about you? Using Falco in production? Talk about it!
https://github.com/falcosecurity/falco/blob/dev/ADOPTERS.md

https://github.com/falcosecurity/falco/blob/dev/ADOPTERS.md
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Getting involved

Website
https://falco.org/ 

Blogs
https://falco.org/blog/
https://sysdig.com/blog/

Github
https://github.com/falcosecurity/ 

Slack
http://slack.sysdig.com/

Docs
https://falco.org/docs/

SecurityHub
https://securityhub.dev/ 

https://falco.org/
https://falco.org/blog/
https://sysdig.com/blog/
https://github.com/falcosecurity/
http://slack.sysdig.com/
https://falco.org/docs/
https://securityhub.dev/


Sysdig Secure extends 
Falco functionality
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Extending Falco Across the Lifecycle

• Incident Response
• Forensics
• Audit

• Runtime prevention
○ Automated policy creation
○ Policy editor and rules 

library
○ Threat blocking

• Image Scanning
• Configuration 
Validation

Continuous Compliance (PCI, NIST, CIS, etc.)

RespondRunBuild

• Runtime detection
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Platform Built on an Open Foundation

Image scanning
Vulnerability analysis

Monitoring
Infrastructure and 
application metrics

Runtime security  
Detection rules

and alerts

Forensics/troubleshooting
Deep visibility into 
container activity

Sysdig Secure DevOps Platform
Adds scale, workflow, K8s, and cloud context

RespondRunBuild
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Secure DevOps Across Cloud-Native Lifecycle

• Incident Response
• Forensics
• Audit

• Runtime Security
• Vulnerability Reporting

• Troubleshooting• Infrastructure Monitoring
• Application Monitoring

• Image Scanning

Continuous Compliance (PCI, NIST, CIS, etc.)

RespondRunBuild

Unified platform for security and DevOps use cases

• Configuration ValidationSecure 
DevOps
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Inside Sysdig Secure: Falco editor
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Inside Sysdig Secure: Falco library
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Inside Sysdig Secure: Falco tuning
• Makes suggestions on what to 

change on the Falco rules 
(default rules or your own rules). 

• You decide what you merge or 
not (easy with Policy Editor!). 

• This Falco rule triggers all the 
time, these are false positives, it’s 
very noisy creating alert fatigue, 
how we can fix that at scale for all 
policies?
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Inside Sysdig Secure: Profiling
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Inside Sysdig Secure: Policy Advisor
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Cloud-native Incident Response / Forensics
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Upcoming events

• Join us Dec. 19 for Star Wars premieres: 
https://go.sysdig.com/starwars2019

• In 2020
RSA ~ February 24-28 in San Francisco
KubeCon ~ March 31-April 2 in Amsterdam
Red Hat Summit ~ April 27-29 in San Francisco

https://go.sysdig.com/starwars2019.html
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Learn more
• Falco

https://falco.org/

• Container Usage Report and webinar
https://sysdig.com/resources/papers/2019-container-usage-report/

• Sysdig blog
https://sysdig.com/blog/

• What’s new in Kubernetes 1.17
https://sysdig.com/blog/whats-new-kubernetes-1-17/

https://falco.org/
https://sysdig.com/resources/papers/2019-container-usage-report/
https://sysdig.com/blog/
https://sysdig.com/blog/whats-new-kubernetes-1-17/


Dig deeper


