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What this webinar will cover today

+ Introduction

+ What s a vulnerability?

+ Why is a vulnerability scanner necessary?
+ About Trivy

o Whatis Trivy?

+ Basic features

+ Advanced features

+ New features
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Vulnerability (computing)

From Wikipedia, the free encyclopedia

In computer security, a vulnerability is a weakness which can be exploited by a Threat Actor, such
as an attacker, to perform unauthorised actions within a computer system.
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Software vulnerabilities
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Common Vulnerabilities & Exposures

CVE® is a list of entries—each containing an identification number, a
description, and at least one public reference—for publicly known cybersecurity vulnerabilities.

CVE Entries are used in numerous cybersecurity products and services from around the world,
including the U.S. National Vulnerability Database (NVD).
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NIST = NVD MENU

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE Nw

General + Vulnerabilities
Vulnerabilities + CVE defines a vulnerability as:

"A weakness in the computational logic (e.g., code) found in software and hardware components that, when exploited, results in a negative
Vulnerability Metrics + impact to confidentiality, integrity, or availability. Mitigation of the vulnerabilities in this context typically involves coding changes, but could
Product + also include specification changes or even specification deprecations (e.g., removal of affected protocols or functionality in their entirety)."

roducts All vulnerabilities in the NVD have been assigned a CVE identifier and thus, abide by this definition.
Configurations (CCE) . cyese «y e
. Using Vulnerabilities within the NVD
Contact NVD
1. Vulnerability Search and Detail Pages

Other Sites + 2. Download vulnerability information for all published CVE vulnerabilities from the NVD Data Feeds
Search +

A CVE that is in the **RESERVED™* state in the CVE Dictionary will not appear in the NVD.



Heartbleed (CVE-2014-0160)

Technical Details

Vulnerability Type (View All)

e Buffer Errors (CWE-119)

Vulnerable software and versions switch to CPE2.2

<+ Configuration 1
4+ OR
#qK cpe:2.3:a:openssl:openssl:1.0. 1% > > > x>

R R I P P

¥, cpe:2.3:a:openssl:openssl:1.0.1b:* > > *:*:

.*.* .*.*.*.*.*

#q cpe:2.3:a:openssl:openssl:1.0.1c:* > > x>

AR T I S P

¥, cpe:2.3:a:openssl:openssl:1.0.1e:*:*:*:**:*:

ok kL Kk Kk kK

#qK cpe:2.3:a:openssl:openssl:1.0.1f:**:**:**:

R R R P

#qK cpe:2.3:a:openssl:openssl:1.0.2:betal:*:**:*:*:




Vulnerabilities

e Known vulnerabilities
e |D assigned

e Unknown vulnerabilities
e Your code

e Undisclosed

Unknown
Vulnerabilities

Designed by vvstudio / Freepik

e paua



Vulnerabilities

e Known vulnerabilities

e Scanner identifying components
with known vulnerabilities

e e.g. Trivy, Clair, Aqua
e Unknown vulnerabilities

e Web application vulnerability
scanners, fuzzing tools

Unknown
o e.g9. OWASP ZAP, OSS-Fuzz Vulnerabilities

Designed by vvstudio / Freepik

e paua



Containers, images and vulnerabilities

_

Image
registry
.

Running containers




Vulnerability scanner

From Wikipedia, the free encyclopedia

A vulnerability scanner is a computer program designed to assess computers, computer systems,
networks or applications for known weaknesses.

e Daua



Image vulnerability scanning

e |dentify the packages & versions in the image
o (Cross-reference with vulnerability database

e There are distributions: Linux kernel + shell, init system,
package manager, etc.

e A vendor backports security fixes
o Upstream: 1.0.1 fixes CVE-2020-XXXX
e Red Hat: 1.0.0-2.el7 fixes CVE-2020-XXXX
e Debian: 1.0.0-deb9u1 fixes CVE-2020-XXXX

e Dpau



Trivy
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Trivy

e Open source scanner for container images

. a
e Developed in 2019 &O’J
Kx

{ﬁUnstar ak

trivy

https://github.com/aquasecurity/trivy
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https://github.com/aquasecurity/trivy

Features

e Detect comprehensive vulnerabilities
e Easy installation

e Simple

e High accuracy

e DevSecOps

e Support multiple formats
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https://github.com/aquasecurity/trivy

How does software

get into a server? o

System
Package

Manager
e.g. yum/apt
Support

Manager
Self- e.g. Npm, bundler
installation 02

03 e.g. make




Detect comprehensive vulnerabilities

o System Package Manager e Application Package Manager

e apt e Bundler
e yum e (Composer
e Pipenv
e apk
e Poetry
e npm
e vyarn

e (argo




Support OS

Red Hat Red Hat Debian GNU/
Alpine Linux |Universal Base| Enterprise CentOS Linux Ubuntu Amazon Linux
Image Linux
v v v v v v

SUSE
Oracle Linux openSUSE Enterprise Photon OS Qoogle Fedora Windows
: Distroless
Linux
v v v v



Features

e Detect comprehensive vulnerabilities
o Easy installation

e Simple

e High accuracy

e DevSecOps

e Support multiple formats



https://github.com/aquasecurity/trivy

Installation

RHEL/CentOS

$ sudo vim /etc/yum.repos.d/trivy.repo

[trivy]

name=Trivy repository
baseurl=https://aquasecurity.github.1o0/trivy-repo/rpm/
releases/$releasever/$basearch/

gpgcheck=0

enabled=1

$ sudo yum update

$ sudo yum install trivy




Installation

macOS

$ brew install aquasecurity/trivy/trivy




Install script

The install script downloads the trivy binary based on
your OS and architecture

$ curl -sfL https://raw.githubusercontent.com/aquasecurity/
trivy/master/contrib/install.sh | sh -s -- -b /usr/local/b1in




Features

e Detect comprehensive vulnerabilities
e Easy installation

o Simple & Fast

e High accuracy

e DevSecOps

e Support multiple formats



https://github.com/aquasecurity/trivy

Run

$ trivy image [YOUR_IMAGE_NAME]




Fast

e Downloading vulnerability information usually takes a while
e Full database (default)
e includes description and references
e |t takes about 10 seconds on the first run
o Light database (--light option)
e doesn't include the details

e |t takes a few seconds on the first run

e paua



Security advisory Security advisory

NING

ICiNnux

Download
security advisories g Remove duplication

and build DB
0 GitHub on GitHub Actions
(C 1 every 12 hours
Odebian %
Download DB

Scanner

\ _/

v

Normal way trivy

e pauwa




Vulnerability DB

i

Latest release V1 —20200 531 1 2 Edit

© v1-2020053112

ithub-actions released this 6 hours ago
-O- 7e57e3e g 9 BOlt DB

Verified mod: Fix bbolt import name issue (#46)

o ' Signed-off-by: Simarpreet Singh <simar@linux.com> O S'i n g le f'i le d ata base

v Assets 4

e Embedded key/value
database

[3) Source code (zip)

[7) Source code (tar.gz)




Features

e Detect comprehensive vulnerabilities
e Easy installation

e Simple & Fast

e High accuracy

e DevSecOps

e Support multiple formats



https://github.com/aquasecurity/trivy

High accuracy

e Alpine
e alpine-secdb
e Many open source scanners depend on this database

e The purpose of this database is to make it possible to know
what packages has backported fixes.

e https://github.com/alpinelinux/alpine-secdb

e Daua



1 alpinelinux / alpine-secdb ®OWatch~ 8  YyStar 34 % Fork 15

{>Code I Pullrequests 1  (») Actions [V

Projects 0 (1) Security 0 |~ Insights

[MIRROR] Alpine Linux security database https://gitlab.alpinelinux.org/alpine...

alpine-linux

-0- 156 commits ¥ 1 branch Q 0 packages O 0 releases A 2 contributors
3

Branch: master « New pull request Create new file @ Upload files = Find file Clone or download ~
ﬂ ncopa add v3.11 Latest commit daac427 on 4 Feb

4 months ago




High accuracy

e Alpine
e alpine-secdb
e https://github.com/alpinelinux/alpine-secdb
e Alpine packages
e Alpine Linux aports repository

e This repository contains the APKBUILD files for each and every

Alpine Linux package, along with the required patches and
scripts, if any.

e https://gitlab.alpinelinux.org/alpine/aports

e Daua



Report abuse

Opened 5 days ago py Alicha CH 4 of 4 tasks completed

[ New issue ]

json-c: integer overflow and out-of-bounds write (CVE- 0.14-0 or less is vulnerable
2020-12762)
json-c through 0.14 has an integer overflow and out-of-bounds write via a large JSON file, as demonstrated by o B main/json-c/APKBUILD r-u +10 -3
printbuf_memappend.
1 1 # Maintainer: Natanael Copa <ncopa@alpinelinux.org>
References: 2 2 pkgname=json-c
3 3 pkgver=0.14
e https://nvd.nist.gov/vuln/detail/CVE-2020-12762 4 — pkgrel=o
e https://cve.mitre.org/cgi-bin/cvename.cgi?name=2020-12762 a |+ pkgrel=i
5 5 pkgdesc="A JSON implementation in C"
Patches: 6 6 url="https://github.com/json-c/json-c/wiki"
e https://github.com/json-c/json-c/pull/608 (0.14) 7 7 arch="all"
e https://github.com/json-c/json-c/pull/607 (0.13.x) 8 8 license="MIT"
9 9 makedepends="cmake"
Affected branches: 10 10 subpackages="$pkgname-dev"

master
3.11-stable
3.10-stable
3.9-stable

Edited 3 days ago by Leo



Anchore Scan Results for Alpine

g boxboat services v customers v blog company v contact < Projects< Repositories< anchore-test/alpine

anchore-test/alpine:latest

BoxBoat Blog

Service updates, customer stories, and tips and tricks for effective DevOps Author anonymity
~ Architecture amd64
oS linux
OS Version

open SOU rce CVE Scan ner ROU nd' Docker Version 18.09.7
Up: Clair VS AﬂChOre VS Trivy Clair Scan Results for Alpine

< Projects< Repositories< clair-test/alpine

by David Widen | Friday, Apr 24, 2020 | Docker Security . .
clair-test/alpine:latest

Open Source CVE Scanning Round-up
: - uthor anonymi
Clair vs. Anchore vs. Trivy e ey

. oS linux
. . . OS Version

Docker Version 18.09.7

Trivy Scan Results for Alpine

< Projects< Repositories< trivy-test/alpine

trivy-test/alpine:latest

Author anonymity crtcallo

Architecture amdé64 High] ¢

oS linux

OS Version e
Negligible |0

Docker Version 18.09.7 i
Unknown |0

Scan Completed Apr 22, 2020

https://boxboat.com/2020/04/24/image-scanning-tech-compared/




High accuracy - Use multiple data sources

e PHP

e FriendsOfPHP

e GitHub Advisory Database
e Python

e Safety DB

e GitHub Advisory Database
e Ruby (achieved by @masahiro331)

v0.9.0 supports GitHub Advisory Database

e Rubysec
e GitHub Advisory Database
e Node.js

e Node.js Security Working Group
e GitHub Advisory Database




Features

e Detect comprehensive vulnerabilities
e Easy installation

e Simple & Fast

e High accuracy

o DevSecOps

e Support multiple formats



https://github.com/aquasecurity/trivy

DevSecOps

With Travis ClI

script:
- trivy 1mage --exit-code @ --severity HIGH --no-progress --auto-refresh [YOUR_IMAGE ]

- trivy image --exit-code 1 --severity CRITICAL --no-progress --auto-refresh [YOUR_IMAGE]




DevSecOps

GitHub Action

Marketplace Actions = Trivy Vulnerability Scanner

GitHub Action

[>  Trivy Vulnerability Scanner

© 0.0.4 |Latest version

. . Stars
Trivy Action
‘ ¢ Star 0 ’

GitHub Action for Trivy Contributors

Table of Contents
* Usage Categories
o Workflow , ,
Security Code review

e Customizing

o |nputs
Links

https://github.com/aquasecurity/trivy-action

) aqua




DevSecOps
GitHub Action from AAZU re

GitHub Action

/\ Container image scan

O v0 |Pre-release

Container Scan ) Verified creator

GitHub has verified that this action was
This action can be used to help you add some additional checks to help you secure your Docker created by Azure.
Images in your Cl. This would help you attain some confidence in your docker image before Learn more about verified Actions.

pushing them to your container registry or a deployment.
Stars
It internally uses Trivy and Dockle for running certain kinds of scans on these images.

| W Unstar M

e Trivy helps you find the common vulnerabilities within your docker images.

. . . . . e Contributors
e Dockle is a container linter, which helps you identify if you haven't followed

o Certain best practices while building the image T “ ==
o CIS Benchmarks to secure your docker image

https://github.com/Azure/container-scan




DevSecOps

Takuya Noguchi > @ trivy-ci-test > Security Dashboard

v G | tLa b Integration s 1205067 v hou 00y 42 TakaNogue

Vulnerabilities
Severity Confidence Report type
All severities All confidence levels Container Scanning

1nclude:
- remote: "https://github.com/aquasecurity/ s = Mo
trivy/raw/master/contrib/Trivy.gitlab-ci.ymlL" 3 11 0

L]
[ J
b u -I. -I. d ° Severity Confidence Vulnerability

curl: NTLM password overflow via integer overflow

CRITICAL Unknown
registry.gitlab.com/tnir/trivy-ci-test:f2eb4468250bfbae1f9ca9bad6ef9a8fb25ac3c3 (alpine 3.7.1)
CRITICAL Unknown patch: OS shell command injection when processing crafted patch files
° o o registry.gitlab.com/tnir/trivy-ci-test:f2eb4468250bfbae1f9ca9bad6ef9a8fb25ac3c3 (alpine 3.7.1)
Trivy_container_scanning: | . - .
— — libssh2: Integer overflow in transport read resulting in out of bounds write
CRITICAL Unknown
-t ° -F -t registry.gitlab.com/tnir/trivy-ci-test:f2eb4468250bfbae1f9ca9bad6ef9a8fb25ac3c3 (alpine 3.7.1)
AdrciLrtacts.
( ]
libtasn1: Infinite loop in _asn1_expand_object_id(ptree) leads to memory exhaustion
o " " HIGH Unknown ' ‘ T .
_t h ° -I- _t _t registry.gitlab.com/tnir/trivy-ci-test:f2eb4468250bfbae1f9ca9bad6ef9a8fb25ac3c3 (alpine 3.7.1)
paths: [gl-container-scanning-report. json
e Unknown lodash: Prototype pollution in utilities function
node-app/package-lock.json
- Unknown curl: Integer overflow leading to heap-based buffer overflow in Curl_sasl_create_plain_message()
registry.gitlab.com/tnir/trivy-ci-test:f2eb4468250bfbae1f9ca9bad6ef9a8fb25ac3c3 (alpine 3.7.1)
curl: Use-after-free when closing "easy" handle in Curl_close
HIGH Unknown v 9 y Curl. 0

registry.gitlab.com/tnir/trivy-ci-test:f2eb4468250bfbae1f9ca9bad6ef9a8fb25ac3c3 (alpine 3.7.1)

git: arbitrary code execution via .gitmodules

Added by @mrueg and @tnir

HIGH Unknown




Features

e Detect comprehensive vulnerabilities
e Easy installation

e Simple

e High accuracy

e DevSecOps

o Support multiple formats



https://github.com/aquasecurity/trivy

Support multiple formats

\ Docker Engine Docker Archive

a Registry
* Al
cAioé*k:r @ r% dOCka Tar

Amazon ECR Azure Registry

An . 2 Docker Enos An image stored
- N image in a Uocker thgine in a "docker save"-formatted file
(0 QUAY

7>
N

HARBOR ~ ©°o8 Somainerfiesisty Kaniko OCl

An image in a container registry '5 Ka nlkO @

OPEN Riiarive

An image directory compliant with
"Open Container Image Layout Specification”

e Dpau



https://github.com/aquasecurity/trivy

Advanced Features
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Client/Server

GitHub

@ Pull layers Container Registry ) Download vulnerability DB
N
@ @ Send layer information

A. A (& Store cache —

Y - @

® Respond vulnerabilities .
° trivy Cache

3 Analyze

N—

trivy
Client Server

e Dpau



Client/Server

kcan Image 1

@ Send layer info A, B

(@ Pull layer A, B

~

v

FROM alpine:3.11 P
rivy
(RUN apk add bash / Client A \
@) Store cache
S -

e
# Image 1

Container Reglstry

® Send layer info C k’» >
% trivy Cache

Server

(4 Image 2 N ®Pull layer C . |
FROM alpine:3.11 (::I!'IvtyB @ Pull layer info A, B
RUN apk add bash len

\RUN apk add curl ) Scan Image 2

e Dpau



OPA Integration (not released yet)

e Standalone integration
e Apply complicated rules to filter detected vulnerabilities
e Kubernetes integration

e Run as Admission Controller and deny launching Pod with
critical vulnerabilities

More details in KubeCon Europe 2020

Open Policy Agent

e Jaua




Kubernetes integration

[

o
YR
. Vulherabilities

trivy

~

Admission
Review

N4

Trivy
enforcer

\ Get vulnerabilities

ubernetes

e Daua




New Features
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Harbor integration

Harbor

£, Projects Interrogation Services
p X Logs Scanners Vulnerability é
§<, HARBOR Search Home Getting Start & Administration v >
& Users Image Scanners @
D Registries |
° ° ° & Replications + NEW SCANNER SET AS DEFAULT ACTION Vv C
S h I p p I n g Aq ua Tr IVy as th e d Efa u lt Sca n n e r O ke Name Y Endpoint Y Health Enabled Authorization
© Project Quotas )
‘O > Trivy (_ Default ) https:/trivy-adapter:8443 @ true None
H H 1 ’ 1 M H O Interrogation Services
This release also replaces Clair with Aqua’s Trivy as the default image scanner. Trivy _ S e o oot R » .
takes container image scanning to higher levels of usability and performance than ever T Pl
before. Since adding support for Trivy through our pluggable scanning framework in
€ DARK
@ Api Explorer v

© Harbor API V2.0

https://goharbor.io/blog/harbor-2.0/
https://www.cncf.io/webinars/harbor-the-trusted-cloud-native-registry-for-kubernetes/



https://github.com/aquasecurity/trivy

Starboard

o Kubernetes-native security tool kit

o Starboard integrates existing security tools into the Kubernetes environment

— Starboard for DevOps

@ Kubernetes Octant

Native resources CRD 2 w| |octant-helm-plugin w

o Starboard

pods ciskubebenchreports » -
o N
daemonsets kubehunterreports - N
~
S
vulnerabilities - ot *

“deployments
e it d - “ Dave Loper

/
/
\

»st_gt_efu_lsets o configauditreports ~ * [kubectl 4~ P

~
B kubectl starboard £

https://github.com/aquasecurity/starboard
https://blog.aquasec.com/starboard-kubernetes-tools

¢y aqua




Trivy

Open source scanner for cOntataesimage

trivy

Open source scanner for Artifacts



https://github.com/aquasecurity/trivy

Support filesystem (v0.9.0)

Scan your project including a lock file with “filesystem” or "fs" subcommand

$ trivy fs /path/to/project

Pipfile.lock
Total: 9 (UNKNOWN: 1, LOW: @, MEDIUM: 6, HIGH: 2, CRITICAL: @)

l==sssssssss=s===s==== fEsssssssssssso==a= he=ssssss=s lesssssssssssssssaa= e=ssssssssssssscsaso=oa=
L IBRARY | VULNERABILITY ID | SEVERITY | INSTALLED VERSION | FIXED VERSION

| 3.0.3, 2.2.10, 1.11.28 | django: potential
I | SQL 1njection via

| StringAgg(delimiter)
e et e e et e e T e +
| 3.0.1, 2.2.9, 1.11.27 | Django: crafted email address

| allows account takeover




Support filesystem (v0.9.0)

Scan the container image from inside the container, specifying “trivy fs /"

$ docker run -it alpine:3.10.2

/ # apk add curl

/ # curl -sflL https://raw.githubusercontent.com/aquasecurity/trivy/
master/contrib/install.sh | sh -s -- -b /usr/local/b1in

/ # trivy fs /

3bee67d24108 (alpine 3.10.2)

Total: 5 (UNKNOWN: @, LOW: 1, MEDIUM: 4, HIGH: @, CRITICAL: @)




Embed in Dockerfile (v0.9.0)

Scan the container image in Dockerfile

FROM alpine:3.7
RUN apk add curl \

&& curl -sfL https://raw.githubusercontent.com/aquasecurity/trivy/master/contrib/install.sh | sh -s -- -b /usr/local/bin \
&& trivy filesystem --exit-code 1 --no-progress /

Step 3/3 : RUN trivy filesystem --exit-code 1 --no-progress /
---> Running 1n 861287eal3cf

861287eal3cf (alpine 3.7.3)

Total: 1 (UNKNOWN: @, LOW: @, MEDIUM: @, HIGH: 1, CRITICAL: @)

The command '/bin/sh -c trivy filesystem --exit-code 1 --no-progress /' returned a non-zero code: 1




Support git repository (v0.9.0)

Scan a remote git repository with “repository” or "repo” subcommand

$ trivy repo https://github.com/aquasecurity/trivy-ci-test

Enumerating objects: 25, done.

Counting objects: 100% (25/25), done.

Compressing objects: 100% (18/18), done.

Total 25 (delta 4), reused 19 (delta 2), pack-reused 0

Pipfile.lock

Total: 9 (UNKNOWN: 1, LOW: @, MEDIUM: 6, HIGH: 2, CRITICAL: @)

¥ aqua



Collaborate with the Aqua team

» 4

https://github.com/agquasecurity/trivy/issues @AquaSecTeam

slack N

slack.cncf.io opensourceteam@aquasec.com
@liz @knqyf263

@simar




Thank you for your attention
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