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Recent CNCF Survey

Mar'16 ®Jun'i6 ®Nov'16

Top challenges in using
and deploying containers

e Networking (50%)
e Security (42%)
e Logging & Monitoring (37%)
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Day in the life of a microservices request

Workflow
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Day in the life of a microservices request

Iy

User request:
www.acme.com
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Day in the life of a microservices request

User request:

. : DNS / Service Discovery
www.socialmedia.com
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Day in the life of a microservices request

User request: DNS responds with
www.socialmedia.com IP address
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Day in the life of a microservices request

A58\
Ingress service
User request:
www.socialmedia.com
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Day in the life of a microservices request

A8
Ingress service
User request:

www.socialmedia.com [ SSL/TLS }

termination
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Day in the life of a microservices request

| w‘ewice
User request:
www.socialmedia.com SsL/TLS
termination L7 routing

[ socialmedia.com/photos }
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Day in the life of a microservices request

| w‘ewice
User request:
www.socialmedia.com SsL/TLS
termination L7 routing

[ socialmedia.com/photos }

Load balancing

Photos Photos Photos
instance 1 instance 2 instance 3
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Day in the life of a microservices request

Ingress service
User request:
www.socialmedia.com SSL/TLS
termination L7 routing
[ socialmedia.com/photos }
Connect “Photos” Load balancing
service v
: _ Photos Photos Photos
[ Thumbnails }4 ————— instance 1 instance 2 instance 3
service
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Day in the life of a microservices request

Ingress service
User request:
www.socialmedia.com SSL/TLS
termination L7 routing
[ socialmedia.com/photos }
Connect “Photos” Load balancing
service v
: _ Photos Photos Photos
[ Thumbnails }4 ————— instance 1 instance 2 instance 3
service
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Day in the life of a microservices request

Ingress service
User request:
www.socialmedia.com SSL/TLS
termination L7 routing
[ socialmedia.com/photos }
Connect “Photos” Load balancing
service v
: _ Photos Photos Photos
[ Thumbnails }4 ————— instance 1 instance 2 instance 3
service
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Day in the life of a microservices request

459 © 3
Ingress service

Users
SSL/TLS
termination L7 routing
[ socialmedia.com/photos }
Connect “Photos” Load balancing
service v
: _ Photos Photos Photos
[ Thumbnails }4 ————— instance 1 instance 2 instance 3
service
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Day in the life of a microservices request

B - Ingress service
Users
e Faster roll-out of tirsrrl;i r/1 ;[Ii_osn .
apps/updates L7 routing

e Continuous delivery

e Rapid testing [ socialmedia.com/photos }

e Seamless development
(blue/green)

Connect “Photos” Load_balancing
service !
: Photos Photos Photos
[ Thumbnails }4 ————— { instance 1 } [ instance 2 } [ instance 3 1
service
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Day in the life of a microservices request

< Ingress service
Users 19 B |
| ' Data Center 1 i
e Faster roll-out of i ssL/ti.s 1 — T J:
| termination L7 routin |
apps/updates g

e Continuous delivery

e Rapid testing [ socialmedia.com/photos }' ST 'i' o

e Seamless development
(blue/green)

Connect “Photos” Load_balancing
| service !
| , Photos Photos Photos
| [ Thumbnails }4 ————— { instance 1 } [ instance 2 } [ instance 3 1
| service
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Day in the life of a microservices request

Users

SSL/TLS

termination
e Faster roll-out of

apps/updates

e Continuous delive !
i [ socialmedia.com/photos  + - = - - - - - - - -

e Rapid testing

e Seamless development Load balancing

(blue/green) Photos Photos Photos | |
: +| instance 1 instance 2 instance 3 | |

Thumbnails |x”
i service

' Connect “Photos”
service

__________________________________________________________________________________
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Day in the life of a microservices request

' Data Center 2 |

F\A‘ « ) -
- ' wiss service AN |
Users ~DNS - S AU
i SSL/TLS . DataCenter1 | | .
L Faster roll-out of ! termination [\ e i
apps/updates i L7 routing . __________________________________________________
e Continuous delivery !
e Rapid testing socialmedia.com/photos + - - = = = — - — - .
e Seamless development Load balancingi
(blue/green) ; |
; Photos Photos Photos |
; 7 instance 1 instance 2 instance 3 | |
: ' | Thumbnails 5
e Secure valid users : service :
e Authentication Connect “Photos”
e Block malicious users | service

__________________________________________________________________________________

e DDoS mitigation
e WAF
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Day in the life of a microservices request

' Data Center 2 |

- (S _ T St
- ' wiss service AN |
Users ~DNS - S AU
! SSL/TLS . DataCenter1 | | .
® Faster roll-out of ! termination B EERREEEEEEEEEEE i
apps/updates .
e Continuous delivery |
e Rapid testing socialmedia.com/photos - - - - — - - — - .
e Seamless development Load balancingi
(blue/green) ; |
; Photos Photos Photos |
5 7 instance 1 instance 2 instance 3 | |
. | Thumbnails |
e Secure valid users : service :
e Authentication ' Connect "Photos’
e Block malicious users | service

__________________________________________________________________________________

e DDoS mitigation
e WAF
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Day in the life of a microservices request

' Data Center 2 |

- (S _ T St
> ' wiss service AN |
Users ~DNS - e P 4 |
| SSL/TLS . Data Center1 | |
e Faster roll-out of ! termination N e T |
apps/updates | \ L .
. , ! '\ L7 routing | e
e Continuous delivery ; :
e Rapid testing socialmedia.com/photos - - - - — - - — - .
e Seamless development | Load balancingi
(blue/green) ; |
; Photos Photos Photos |
5 7 instance 1 instance 2 instance 3 | |
. ' | Thumbnails :
e Secure valid users : service ;
e Authentication Connect “Photos”
e Block malicious users | service |

__________________________________________________________________________________

e DDoS mitigation
e WAF
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Day in the life of a microservices request

' Data Center 2 |
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e Faster roll-out of ! termination N e T |
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e DDoS mitigation
e WAF
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Day in the life of a microservices request

' Data Center 2 |
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| SSL/TLS . Data Center1 | |
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To conclude...

. Traffic Management

- Cluster Ingress
- Intra-cluster

. Application Services
- Service Discovery / DNS
- Service Proxy / Load Balancing
- Security / Micro-segmentation
- Logging and Monitoring
- Avalilability / Autoscaling
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Questions?

How to reach Ranga

. CNCF Slack (@rangar)

. Twitter (@rangar100)

. rangar@Qavinetworks.com
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Thank You

26



Automation and Integration are key!

)

[Automated Application Services} [ Integrated with the cluster } [ In-meshed Fabric }
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