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Why does this matter? 

OWASP Top Ten

Using components with Known Vulnerabilities. PyPI Example

Insufficient Logging & Monitoring

Security Misconfigurations

https://owasp.org/www-project-top-ten/
https://github.com/dateutil/dateutil/issues/984
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Goals for External Service Access

How do you know what external services you’re connecting?

How can you secure access to those services?

How can you block unauthorized access?



Ways to Control External Service Access

Embed the logic in Application Code

Use Third Party or OSS libraries

Offload this functionality to the infrastructure layer



What’s a Service Mesh?

A transparent infrastructure layer that manages communication 
between microservices

So that developers can focus on business logic

While operators work independent of dev cycles to provide a    
more resilient environment



Sidecar Proxy Architecture
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Various Architecture Options in
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Option 1: Allow Any
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Option 1: Allow Any in



Option 2: Restricted Access with TLS Passthrough 
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Option 2: Restricted Access with TLS Passthrough in 



Option 2: Restricted Access with TLS Passthrough in 



Option 3: Restricted Access with TLS Origination 
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Option 3: Restricted Access with TLS Origination in  



Option 3: Restricted Access with TLS Origination in  



Option 3: Restricted Access with TLS Origination in  



Option 4: Egress Gateway with TLS Origination 
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Option 4: Egress Gateway with TLS Origination in 



Option 4: Egress Gateway with TLS Origination in 



Option 4: Egress Gateway with TLS Origination in 
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Questions?

Neeraj Poddar
@nrjpoddar

neeraj@aspenmesh.io

https://twitter.com/nrjpoddar
mailto:neeraj@aspenmesh.io

