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Who am I?

Timothy Gerla
CEO, Talos Systems

Previously co-founder and CTO at Ansible, acquired by Red 

Hat in 2015. Extensive infrastructure and automation 

experience.

Chapel Hill, North Carolina, USA.



Copyright © 2020 Talos Systems, Inc.

What is Immutable 
Infrastructure?

Photo by Markus Spiske from Pexels

https://www.pexels.com/@markusspiske?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://www.pexels.com/photo/light-city-road-dawn-227729/?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
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What is Immutable 
Infrastructure?

Photo by Markus Spiske from Pexels

A system that does not change 
once it has been deployed.

https://www.pexels.com/@markusspiske?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://www.pexels.com/photo/light-city-road-dawn-227729/?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
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Characteristics of Immutable Systems

Benefits
- Configuration drift eliminated
- Consistency between dev, test, and prod improved
- Rollbacks, A/B testing, staged updates made easier

Downsides
- Maintaining the “golden image” is difficult
- OS and app may stay tightly coupled
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A little bit of history...

Stateless Linux Golden Images
Packer and 

Docker
Containers and 

Kubernetes

A Red Hat project, est. 20061. Did not quite catch on.

Declarative config management took over from there. 
(Ansible/Puppet/Chef)

https://fedoraproject.org/wiki/StatelessLinux
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A little bit of history...

Stateless Linux Golden Images
Packer and 

Docker
Containers and 

Kubernetes

AWS EC2 and other virtualization platforms 
popularized the use of “Golden Images”

Somewhat difficult to build, tedious to update.

App and OS closely linked.
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A little bit of history...

Stateless Linux Golden Images
Packer and 

Docker
Containers and 

Kubernetes

Packer and other image build and lifecycle tools made 
golden images easier to deal with.

Containers and Docker began to decouple the OS and 
the app.
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A little bit of history...

Stateless Linux Golden Images
Packer and 

Docker
Containers and 

Kubernetes

Kubernetes helped manage the where and how of 
containers.

Decoupling of OS and app continued.
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Immutable Infrastructure 
for Kubernetes Hosts



Copyright © 2020 Talos Systems, Inc.

What’s Talos?
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Upgrading Immutable Kubernetes with Talos

UPGRADE REQUEST 
MADE VIA API OR CLI

CORDON AND 
DRAIN NODE

VERIFY 
UPGRADE 

PATH, START 
ALL MEMBERS

STOP KUBELET 
AND REMOVE 

ALL PODS

UNMOUNT 
EPHEMERAL DISK

RESET PARTITION 
TABLE

RUN THE 
INSTALLER

REBOOT NODE
VERIFY HEALTH 

AND UNCORDON

READY FOR 
WORKLOADS!
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Chat With Us on Slack

https://slack.dev.talos-systems.io/

Get the Source Code

https://www.github.com/talos-systems/talos/

Read the Docs

https://www.talos.dev/

Want to learn more?

https://slack.dev.talos-systems.io/
https://www.github.com/talos-systems/talos/
https://www.talos.dev/

