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$ Primitives for deploying and managing container workloads at scale

$ How workloads interact with each other over the network in a secure,reliable, observable 
way

$ “PaaS” abstractions for specifying, running, and modifying applications
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Edge

Internal

Outgoing
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https://cloud.google.com/security/encryption-in-transit/application-layer-transport-security/

https://cloud.google.com/security/encryption-in-transit/application-layer-transport-security/
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IPTables App
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$ useradd envoyuser -u 1337 and su - envoyuser 
bye bye mesh

$ kubectl  -n default exec -it ratings-v1-77f657f55d-zq248 -c istio-proxy -- bash -c "id -u"
1337



Copyright ©2019 Alcide.io, All Rights Reserved

Identity based Policy 
(SNI/FQDN)

On-Premise
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Grant egress access https://www.google.com

apiVersion: networking.istio.io/v1alpha3
kind: ServiceEntry
metadata:
  name: google
spec:
  hosts:
  - www.google.com
  ports:
  - number: 443
    name: https
    protocol: HTTPS
  resolution: DNS
  location: MESH_EXTERNAL

apiVersion: networking.istio.io/v1alpha3
kind: VirtualService
metadata:
  name: google
spec:
  hosts:
  - www.google.com
  tls:
  - match:
    - port: 443
      sni_hosts:
      - www.google.com
    route:
    - destination:
        host: www.google.com
        port:
          number: 443
      weight: 100

Gateway 
→ Expose  Services
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Grant authenticated users with read access to version v1,v2 of products service

apiVersion: 
"rbac.istio.io/v1alpha1"
kind: RbacConfig
metadata:
  name: default
spec:
  mode: 'ON_WITH_INCLUSION'
  inclusion:
    namespaces: ["default"]

apiVersion: "rbac.istio.io/v1alpha1"
kind: ServiceRole
metadata:
  name: products-viewer-version
  namespace: default
spec:
  rules:
  - services: ["products.default.svc.cluster.local"]
    methods: ["GET", "HEAD"]
    constraints:
    - key: request.headers[version]
      values: ["v1", "v2"]

apiVersion: "rbac.istio.io/v1alpha1"
kind: ServiceRoleBinding
metadata:
  name: binding-products-all-authenticated-users
  namespace: default
spec:
  subjects:
  - properties:
      source.principal: "*"
  roleRef:
    kind: ServiceRole
    name: "products-viewer-version"

read access

authenticated 
users

condition
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Shopify Exchange

Metadata DNS IAM
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History

→ →

Anatomy & Spirit
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...
  ingress:
  - from:
    - namespaceSelector:
        matchLabels:
          user: alice
      podSelector:
        matchLabels:
          role: client
  ...

...
  ingress:
  - from:
    - namespaceSelector:
        matchLabels:
          user: alice
    - podSelector:
        matchLabels:
          role: client
  ...
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kind: NetworkPolicy

apiVersion: networking.k8s.io/v1

metadata:

  namespace: my-namespace

  name: deny-from-other-namespaces

spec:

  podSelector:

    matchLabels:

  ingress:

  - from:

    - podSelector: {}
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$ kubectl taint nodes es-node elasticsearch=false:NoExecute

…
tolerations:

- key: elasticsearch
operator: Equal
value: false
effect: NoExecute
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CARDHOLDER  DATA ENVIRONMENT CUSTOMER FACING ENVIRONMENT
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Using DNS Tunneling
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SMeshOps - Mitigate Challenges Collectively

Microservices, Workload & API Isolation

Anomaly Detection & Threat Protection

Continuous (Security & Ops) Hygiene
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