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Securing Kubernetes
Applications with Consul and
Vault
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What is Service Mesh?
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Why should | use Service
Mesh?
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History of Services
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Traditional Datacenter



Monoliths
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Microservices
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Modern Datacenter




Dynamic Infrastructure Challenges

Service
Discovery

_0O._
L

Service
Segmentation

4

Service
Configuration

[



t

Consul Service Mesh
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Certificate Authority




Certificate Generation )

X.509 Certificate " m—
SPIFFE Compatible —_— V
. . ~spiffe
Automatic Generation & Rotation VTTLT
Provides ldentity and Encryption N . |
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Control Plane vs. Data Plane )

Consul as Control Plane v

Pluggable Proxies as Data Plane

Instructions to proxies are cached on

the Consul agent ugnsiory
New instructions are pulled only on e =] | 2 | =2 |-|&
changes .

envoy
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Service Access Graph



$ consul intention create -deny web '=*

SerVice Graph Created: web => * (deny)

$ consul intention create -allow web db
Created: web => db (allow)

Codify Intentions

Same intentions are applied
no matter where the service
exiIsts




Web Ul

Manage intentions via web
interface

G NYC1 v Services Nodes Intentions

Intentions
All (1204) & Warning (8) | B3 Critical

Source |

api-auth-v2-mgmt-production
consul-da-server-client-development
auth-prod-consul
api-auth-v2-mgmt-production

All Services (*)

All Services (*)

auth-prod-consul
api-auth-v2-mgmt-production
consul-da-server-client-development

auth-prod-consul

4'.’:‘
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Key/Value

ACL

Destination

All Services (*)

auth-prod-consul

consul-da-server-client-development

All Services (%)

auth-prod-consul

All Services (*)

consul-da-server-client-development

All Services (*)

auth-prod-consul

consul-da-server-client-development

Edit Intention

Primary Info Meta Data

Source Service

consul-da-server-client-development

Destination Service

auth-prod-consul

Should this Source connect to this Destination?

Allow ®) Deny

Description

“ g

Documentation

Delete
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Application Integration



Sidecar Proxies

Sidecar proxy to secure traffic
for any application

Consul provides sidecar proxies running alongside

applications to transparently wraps traffic in TLS and

enforces the intentions.

No code modification required

Minimal performance overhead

Pluggable data plane: Built-in Layer 4 proxy,
native Envoy integration or other third-party
proxy integration

Operational flexibility, decoupling security
concern from the application itself
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CONSUL CONSUL

CLIENT CLIENT
CONFIGURE - CONFIGURE
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envoy

CONNECT

WEB PROXY 3RD PARTY DATABASE
PROXY



apiVersion: vl
Proxy cind: Pod

metadata:

RegiSt ration name: cats

annotations:
"consul.hashicorp.com/connect-inject": "true"

spec:
contailners:

- name: cats
Kubernetes image: grove-mountain/cats:1.0.1
ports:
- contalnerPort: 8000
name: http




Sidecar Proxies

3 CONSUL :
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Sidecar Proxies
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Sidecar Proxies
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Extra Benefits
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Mesh Gateways




Mesh Gateways )

. Single Kubernetes cluster
Multi-Cloud Most Service Meshes are build for a single cluster
and -Cluster
challenge O

Multi-cluster Service Mesh
Connection multiple Service Meshes across different

Kubernetes clusters not solved yet

@ Service Mesh across clouds
Connection Services Meshes across different

environments (Clouds, On-Prem, etc.) requires a lot

of work



Mesh Gateways

10.8.1.1/24

10.8.1.1/24
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Mesh Gateways

10.8.1.1/24

10.8.1.1/24
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Mesh Gateways

e Mesh gateways, built upon Envoy, will sit on the
public internet and accept L4 traffic with mTLS

e Mesh gateways will perform NAT and route the
traffic to correct endpoint on the private
network

e All the services need NOT be exposed on public
network for cross cloud service communication

)
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L7 Traffic Management



L4 Traffic
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L7 Traffic Management

"web.service.consul" |—»| HT TP Routing —

Traffic

Splitting

Custom
Resolution

[




L7 Traffic Management

[api =>
service: "apli"”
path: "/"

"web.service.consul" |—»| HT TP Routing —

Subset: "v2"

Traffic

Splitting

Meta.Version == 2

Custom
Resolution

[
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Secrets
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Vault
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Provides the foundation for cloud security that leverages trusted sources of identity to keep

secrets and application data secure in the cloud operating model

& Secrets management to centrally store and
protect secrets across clouds and applications

& Data encryption to keep application data secure
across environments and workloads

& Advanced Data Protection to secure workloads
and data across traditional systems, clouds, and

infrastructure.
© ® 2
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Guiding Principle:
ldentity Brokering

e Authenticate and access different clouds, systems,
and endpoints using trusted identities

e lLeverage multiple identities across different
platforms with single policy enforcement

e Integrate trusted identities in the same application
workflow to reduce operational overhead

ACME

With Vault

ACME Identity
ACME

Associated Aliases
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Single Control
Plane for cloud
security

e Automate, control, and secure infrastructure and
applications through one API

e Unified support across heterogeneous
environments

e Integrate with providers and technologies you're
already using

AUTH METHODS

RUNTIME INTEGRATIONS

SECRET ENGINES



t

— N\ aws 9 okta

AUTH METHODS

Broad
Ecosystem

Integration

PIvotal ||| I RUNTIME INTEGRATIONS

vmware ® mongo I NetApp SECRET ENGINES
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How Vault
Works

Vault tightly controls access to
secrets and encryption keys by
authenticating against trusted
sources of identity such as Active
Directory, LDAP, and cloud identity
platforms. Vault enables fine grained
authorization of which users and
applications are permitted access to

secrets and keys.

Client
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Vault API

aws /A
a2 (o) e o

Encryption

Authentication Secrets
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Vault Client

VAULT API

Authentication Secrets

Encryption



Authentication Workflow

Vault Client

Vault + Authenticating
Before a client/user can interact
with Vault, it

must authenticate against an
authentication backend. Once

authenticated, a token is
returned to the user/client with
any defined and/or appropriate
policies.

Defined
Auth

Policy

VAULT API

Authentication
Privileged Access / Backends



Authentication Workflow (detail)

Vault Client

Vault Session / Security policies applied

Vault Authentication Token Returned @

User Credentials Provided

pro— Based on provider requirements

¥ Defined

Auth

Policy

LDAP

okta «

VAULT API

Authentication
Privileged Access / Backends

User Credentials Verified with Provider
Temporary Session token passed back to Vault



Secrets Workflow

Vault Client

Defined
Secrets
Policy

VAULT API

Secrets
Secrets Management / Backends

Vault + Secrets

Authentication Token Required

Secrets can be stored and
generated. Some secrets can
generated dynamically, while

others are verbatim. Secrets are
returned to the user/client with
any defined and/or appropriate
policies.




Secrets Workflow (detail)

Vault Client

Temporary Secret Returned I?l R
Security policies applied o
Vault Authentication Token RN
Generated via Authentication Workflow L El ) Key/value
g ;  Databases
;:v./‘___, Transit
Defined ;" +* Cubbyhole
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Secrets Management / Backends

Secret Requested with Validated Token

Successful requests passed back to user
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Demos
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Resources

| earn Vault
Vault - Helm Chart
Demo: Vault Helm Chart (voutube

| earn Consul
Consul - Helm Chart
Demo: Consul Helm Chart (youtube


https://learn.hashicorp.com/vault
https://www.vaultproject.io/docs/platform/k8s/helm
https://www.youtube.com/watch?v=_r368h-mxxs
https://learn.hashicorp.com/consul
https://www.consul.io/docs/k8s/installation/overview
https://www.youtube.com/watch?v=26B5QJyE8uI

Thank you

helloghashicorp.com

www . hashicorp.com



